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mmm 



^mmii. mmmmmu. mnn^mm. mmmu:^m. mmm^:^WiMvm 
cii^wtgiiufett^iB^^Ss itisw^^B. mmmm:^^. mmn&:&.^. 

nrv^ -So 

B&iht"i>;&i5fei: LT^ SCMS(Serial Copy Management System) As^gffl ^ ttT V^ 
SCMStt. 7^— ^5^:^^fl!ll3 43V%T. 7^ ^ ::r 5^ — ^ ^ t:: S CM S M 
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mm-t^ ^Ltiz^ Djt^^ii i^-*i6±-ri)i/;^5^AT!^^o 

^nl^— (copy free) (Dy' — i'-^^^if^, 1 l^-)ti^i!|F^tlT Va i) 

(copy once allowed) 5^— ^ T-a^ -5 d»> h^ — >6S|»jt ^ tit ^ (copy pr 

ohibited) y^—^-^^^ij-^m-rm^t^^o i3^M{3:j3VA-r > D I F jb^ 

CMSM-^^^^fetB-rSo ^UTx SCMS«-^As^ ^tf — (copy free) h 

:r— 7^^- :r7^~<5'^ S C M S M"^ ^ {3 ^ ^' X ^ {3 
IB^-r^o tfe. SCMSM-^*s, :3 If — 1 ^©^^^ifFqj (copy once allowed) 
i:*co-rVAS:®-a-t3{i, S CMSM-^^n tf-^± (copy prohibited) ll^Mb 
:t-^'r:r5=^— ^J' J: \ -=t ^ 7. ^ XZ-l^m-^ ^ o ^e>^3^ SCMSM 

■^^Ss 3lf— ^ih (copy prohibited) tti.-DX\t^^'m^\z\±^ -^ — ^t >{ is:=r — ^ 

n tf— .^tiSO^fiS^-r^ eta ^3:&oTVa;5o 
b*^L*C^^,^ S CMS {i±xeo J: d J3 s CMS#■^^::a■^^^rs^^B!l*»^® 

ft« ^ -r ^ 5^ - ^ ® »^ =r t: - fiS±-r ^ i: 55c T VA ^ c 

=1 >5^>^:/ • ^ ^ D VD-ROM(Read Only Memory) 

R OMfCfB^^nfcBt-^YbT^-^ ^m-t-r^il ilt^cfc D X DVD-R OMtJ)^^® 
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■^-r^feii)®^— ?£:SbTV^)&VNfeto. D VD - R OMma^^nfeHt-^-fbT^- 
T^-f i?^5';i/7=^ — ^SB^LfeD VD-R OMC^^^fj^/SiMZ: t), :=FiE 

^^x. :^mmx\±. %<D^mihm. <mm^ i 1-22446 i^m 
^ 1 0 - 2 5 3 1 0-^) ^wi5v^t. (Dumm^-^mm^ ^tz}^(Dmm. (.\>xt. 

7^-^5^^^#:5C!: i:AST•§:&V^J;a^3;feot:v^:&o ^g{i ^ ^ -fe > ;^ ^{^ 

^JEta^m (3t^i3i^—) AST•§55:V^cka ^cDl!»#ds^^$n^ o 
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t^^X. 1 1 - 2 2 4 4 6 1 0- 2 5 3 1 0-^) (3 

^:ict. nhti^(D^mx:^mmi^x^Lrz^:^(Dm^m^^Xs m^^km^pmrn^ 

^tzisbx'^&^o ±m<Dmmx\±-k^ ^ t^^'D^^-r^Tzzk^^miz^s^^m^^^^ 
d iit^ck D ^ 1 -cxDf^-^mxmmt^y'—'^com^fh^ < ^xm-^mcomu 
^mmizir^ii^ht^x^^o ^e>j3, 75i^—mi^mm^nrzm'^iz:^i,\x%m-^ 

u^b^c*sA,, ±t^^miz$Em<Dmxit. ::3y^y^<Dfi^^jbizmmLrz-i3:^ 
±izmtzizmi-f^£^m^^mvx7=-'$fm^^misb^^ii(oi^\,^mm-^mmT^ 
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5 

mmmmmm. ^mm^mms mmmm:^^. mmm^:^^. Mv^mmEmmp^. 

D y ^ m(o^^i\cm.-^^m-r ^t^isb(Dmmmw±(D^m'^^^}i\^x >^ ^ v^^— 

^ h v-A^^m^-r^^^-^^y viz^mmMmm (at s) ^mmr^ h^>:^ 
4t- h . >^ b v-M^mm^mh. mmsimmmmm cats) ©ftsn^nfe i 
±<D^^^y vt^iotji^yn y ^7'—-^\zM-t^^^mmmcoyu -y^^— ^tuiB 
^m^mmm..iAT s) ^^tsyu y ^y^-^m^cDHmmnx^^yu ^ ■i? 

■^'fbbfeT^-^ ^mmmmmmzmm-t^mm}i\^r:i^h ^o^mtT^m^mu 
mmiz^^o 

^^iz, ^^m(Dm^t^M^m(D-mMmm\z:^\,^x. mMm-^mm^mit. 
yr^—h^-^^yhiznm^tir:i^mmMmm (ats) ^^ts-yu y ^y^—^mm 

^e>iz. ^9^m<DmmiBmmmo-mmmmiz^i^^x. mmm-^mm^mt^ 
mmmummiz^m^ nr^-^ ii. mmimi^mm(Dmmmii^mm^x$> 
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mm^m^nmm. (ats) ©^fe{'nif--$ij^iii'^^^-^tf7^-^.T-$)$cii:^!it 

^^13. 2^^BJCDt»^iB^^e©-||Jfe^^tC43VM:^ HuSBHt-^Ma^^tt^ 
BUBB^^D ^7 5^ — ^57 ©Bt-^-^a {3 :feV^T^ y <^ 5^ — ^J' ® :7n ^^S/— K 

^tf^^^^7^-^jL:t^®:rD y <^ ^J';^^ 7^-^5^055)1 ^fi IB:/ D y ^^^-{z 
^5>lc:. *^B^®WfgHB^^eo-||}te^a^c43V^T^ talBBt-^MS^^fi^ 

b . tulB r D i/ — K >^ BufB^-^llit C A.;^7 b T Ht-^'fb b ^ n 

t»^gB^^gl3*S^^tifev::^^-3p-i:,' i3^^#:@^<2)SBaiS#:fiSiJ^"r-$) 

Fi:?^-;&lnillt;tt3A;bbTBt-^fbbfe^m^^n y ^^-i: bTttl::^3-r ^ 
^J5g afe h ^ #|gc h -r § o 

^Bf-^«LS¥®^:^fie-r5 LSI f^^Si^^tifeL S I ButBtS^fB^^S(3 
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=^ - S f ^ ^ § :i i: ^ i: t- ^ o 

^^iz. ::^mm(Dmmmmmm.(D~^mmmiz:^\,\x. msimmmmmmit. 
mmmmzM'r^$^mMM}itjt:^mm^^m-r^-( y^.y m 

h ©E M I (Encryption Mode Indicator) ;£l5Sy K E M I {cft-:^ v^•r 13^^^ 

m.m.cDY^yy.-n'^-h^-^^y vco^^iz^mmmmm cats) ^rtipbfc:^n 
^y'-^cDis^-^^ty'—'^izMir^m.^mmmcDyu y ^ ^-^mmsim^Mm 
m. (ATS) ^^tsyu y ^^~-^mm(Dittnmm-r:^^yo y ^->— I' izm-^ 

S^^Hfr-r^Bt-^^S^^Jix Bus3Bt-^^^lS^m{-^5V^-t«■^^t^fe:^^ y^y= 
(ATS) ^ca■c5v^•r5^— ^tb::tr©J^&^fT-rs h^>;;^7K'- h • X h U-A^a 

yf^-h^-^^^y viznm^tir^^mmMmm (ats) ^^t?:7D <5rs# 
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8 

tfflB^M^^Jti^ (ATS) ©ftfcl3rH:f-gJ|S|ti#:&<^tf5^-^T$)i)ClJl^i[t 

^y'^T.^ I D J:. BUB3iB0^f*:tv:a3^-r-<^v^-^5'H*©^-f Y)\y^-h\zm 

^i^iz^ :^mmommn&mm<D-'mmmm\z:3s^^x. mtE^^^mm^mit. 
^ 7.^ muumwkmzmm-t^^y'—'5'mM(Di>'i v)\^^—)i\zm 
i^- Y }i^-:^]^mmzxij\^x^^^\.tz.m^-^y'r2 ^ ^^-hLxm^j-r^ 

mm^mm^m^mm-r % l s i t^&i^^nfeL s i mmmmmmmmi^ 
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J3 o -r ^fr -r -e ^ i> c ^ #i!c i: 1- ^ o 
S ^ $|J^ § ^fiS ^ ^ -r ^ c ^ i: f i> o 

SBm*«#:A^&®S^M^i:^^W^<^§#t-^'f V^S'y' 3^-:;^^^<&^Ls BUIB 
h CDEM KEncryption Mode Indicator)<^i^SiJ K E M I Jcfi-^ V^ t S^Hfr 

7i>^^y h xz.^mmn'mm (at s) ^f\ri)n-r-5 h 'y^y.-tr^— h • ;^ h u— ams 

ri:, fluIB^M^^JW^g (ATS) ©#iJD^nfe 1 iy.J:©>'';'5r Yis-h^ 

^ izM-r ^m^mmmoyxj y ^ ^—^mm^mmmmm (at 

>:^yr^—hJ^^yViznta^nrz^mmMmm (ats) ^^tsyu ^ ^y^—s^ 
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10 

m^(Dnimm^-T!^^y^ ^y^->— ^•{^s■:3v^■r^ mm^u ^y^y^—^ izmt^ 

it. mmmummiz^m^titz-^T.^-^-t. mmmi^mmomumi^mm^ 

■^^\z. :^mm(Dmmmmi5i&(o~^mmmiziiQ\\x. mm^'^mm:7.y' ^ y 
\t. ^-^-Ms^^^^^^-r-sL s I i3tsi^^n;feL s I dr-. mmmummizi^ 
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^^iz. :$imm(Dmmmm:^^(D—mmmmiz:$s\^x. rrt:— ?&$ij^-r€»fe46 

©rj i^— ^JIDtS^i: bt® 2 tr^y h ® EM I (Encryption Mode Indicator) <^iisy 
^EM I }3at5v^-riB«#}c^-r-5tB^^fT®qIS^©J|S?1-S3 l^ — M# 

*5V^-t. b ^ h>'i'^^y ho^^J^tz^MB^^jm^ (ATS) 

y^tayu y ^y=—'$' <D^^ihy'—'^\znir^m.^mmm<Dyu ^ i^^—^mm^ 
imnmi^mL (ATS) ^^tszTu y ^y'—'^m^oarn'm^x^^^^ V ^ t^— 

tiTz^mmMmm. (ats) f3a-3VAT5^-<5'ai;^7ffiijiai^iiff-ri. h^>;^5K- 
^ • ;^ h v-j^mmxy^yyt. ^mT^^}i^mwLtT^mmn^:&^izso^o 

it. mta-^^tJy ^y^ — '^^m}^t^mm.(D b ^ >7l/r>y h(D^m(D 

>:;^yr^~-h^i^ y hiznija-^ntz^mmnm^ (ats) ^^tsru y ^y^—^ 
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12 

- 13 J: ^-^-r ^ c i: ^ ii -r ^ o 

p^-t\.xm:f3-r^^}i^!^m}iT^o 

>yp^>- 1' t^~:&mmmzx:^i.xv^-^^hvrzmmi^yti ^^^^-tLxmti 

^^iz. :^mm(Dmmm^:^^<D-mmmmiz:is\^^x. mt^u-^mm:^y' ^ y 
\s^-^mm^m^mm^^L s i i^i&i^fi^tifc l s i 'W^i3^^g{3*& 
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13 

^^iz. :^mm<Dmmn^-:^^(D-mmmmiz:is\^^x. BUiBh^>>^7}^-bx 

©3 If— M^ti^t bT® 2 hr h ©EM I (Encryption Mode Indicator) ft SO 
h J-gmi^^Jtg$g (ATS) ^ftiDbfe lJW±©/'?'^^y h >5: :/ P 'J/^^t^ 

-<5'©Bt-^'fbiii: b-r^ffl^tu^^n y'i^^-cD^mmmttji^SimmMmm 

m\^r^:it^wm.tT^B^mmmz:^^o 
^e>{3. :^mm(om 6 commit. mmmmzmm^$^m'r^mmmmmm^:=i 

mmM^m (at s) ^ft^m-r^ b • ;^ h 'J— A^jfl.ax5^u/ 7*^. 

HiriB^ft^^Jts^ (ATS) (Dniu^nrci^:k±(D^^^y htf'^ts^^yu y 
-'S^izMT^m^mmmcDya y ^:3f-^:tmm^mmMmm (ats) ^^^^jir 

n y^y'—'$'m^(DHia^WiX:&^yuy^iy— ]^ izm-^\,^x ^mir ^ h h % iz. 
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:^ - h ^ ho^^lz ^mmmmm (ats) ^#;&Qb/fe:^D>y^x-^?^© 
Bf-^fbT^ — ^5'j:i^-r:i)«-^M!3ffl©:/D ^ -fefffiBg^B^^JW^ (ATS) 

m^mm::^y'yy't^ mB^^M:^y'y 7•^3:fev^-r«■#^tl>t :7d ^y^y'—'S^ 

T s) izm-^\^^xy^-^miimm^mnir^ b • :^ h u-a^his:^ 

*^0^^3:feV^X{i. tB^i£#:Jci3^-ri)=i >7^>^:^®ff$^^MPE G 2 T S ^'l 
-^r-zh (packet) hU. CI ®>'i'Jr «v h ^BB^^g bfe^^Jt»^-fab 
i) A T S ^ftiJD b"tK^-ri)o AT Sa2 473313 2 1^ h©7^— iJ^T-^ t)s ^ 
^eS©^ >^*Al4As^§o CC-es ATSJiArrival Time Stamp (mmi^Mx 

mmMi^(DX>}l-D(Dyu y ^ (-t^^) izit^ ATS§:#iPbfeT S>'l'!r>y h 
<£XflaiB^-ri) CI b. imECDT Sn^y VizmU^tltcAT S ^ffl 

^ T S^l'^r^, hiZAT SfzlifX-^ < n lf-^J|5Iti^( C C I : Copy Cont 

rol Information) ^)f^f■^PbTS3^b^ AT S t C C 1 ^m^^X y ^ ^^ — ^^ 
^•t^^oizi-^CLt'ii'mmx^^a 

^*5. :^mm(Dm sRv^mi commizm^yu^^Ammmmt. mxit. m 

>tfi^^ . -ru^^ A:&n>\^zL--^-mm^m^x^m-t^mi^x^:^a 
its CD-^FD. MO tui^cDmmmi^. h ^>5:if©e3^^^^ 
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s) mM^m.(om^-^m-ryu^)f ^mx^^o 
m 7 A~ia7 ctt. 2^^0^©ti^§3^s^^g^-*?v^'r Mantis b 

S) M^^®m^*^-r:/ti 
0 1 oti. 2|s:^B^cD^^I3M^^S^3^5v^'r^^aa^tLi>:?'^ >^^^^-^5r<z># 
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mi lit. :^mM(Dmmmmm^mmiziB\,^x. 7^-^smtt®Mii$ti€)S/ 

mi lit. 2^^B§®m^BB^s*^m^c:^3v^■tx 7^-^sj^tt®^if ^nj&ivN 

mi 8 it. :^mM(Dmm3BMw^mmizi5i^\x. y^-'S^Mm^cDmrn^tn^i^^ 
i^:^'TAiz:^i-^:i>y^—^mmmmW(Di^-^<bmm^mm'r^yr2—^^— h-e^ 

^ o 

Ell 9 {is ^mm(DmmmmnsEmmiz:^\^^x. 7^-^si^^4®^M^tl;fev^ 
i^:^y'Aiz:jsi^:h^j'i^:;^m^^—^^mmm (^01) ^mmt^yts^y^^m 

i^:^y'Aiz:isi-f^y'j'i^:^m^^—^^mmm (^©2) ^mmT^zru ^pm 
^2 2{i. :^mm(Dmmmmm^mmiz^\.^x. 
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1112 4(i. :^mM(Dmmt'&mn^mmiz:^^^x. n^m^mm.-R!mui^:^7-2^ 

h T* ^ i) o 

113 2tt. :*:^B^©M^EB^^:^^■^^:feV^r. li^^^^JKS rJbM^ 5^ A 

S3 3 ASUfgIS 3B{i. *^B^(Dt*^IB^S^^eiCj3{t^7^-^iB^iJ!LS 
B#® 3 t:— MH^S ^ iSBJ-r ^ 7 a — ^ — h t? 2b § o 

H 3 4 A:Rt)'|l 3 4 B{i. 2p:^B^<Z)t»^fBeS:^^Bl3^;(t S t^-^S^ W^^S 

^■oxmn-r^m-^omm^mm^^^^vrzytn ^}f^mx$>^o 
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D-/i^iaT"fe^o mMW^^mi 0 Olts Am;t?I/F(Interface)l 2 MP 
EG (Moving Picture Experts Group)r? — 5^ y 1 3 0^ A/D, D/'Ai3>y't 

— -^ 14 1 ^m^rzXm:;b I /r (interface) 1 4 0^ Ht-^^B-a^^ 1 5 0> R O 
M (Read Only Memory) 1 6 0> CPU(Central Processing Unit) 1 7 0. 

'J 1 8 0 . mmm^ igs^h-^-f^^igOs — 

:n > y- y v^mi^-r ^ $^^;i/«-^^SMbs n^. l l 0±t3ai:b-r^ i:*) 
1 1 0±CD7^^ i?^5';i/M-^^§fibs :$1^gpJ3J±l:}^3-r§o MP E Gi3-7^ 

1 3 Ofi. >'\*;:^ 1 1 0 ^ifhU-r^^^tb-SMP E G^-^^b^n^T^-iS' 
MPEG^n— KU^ Aai:tj I /F 1 4 0 ^ J: Atil^I/Fl 

4 0 A^^#t,^^:jT,^5s^ i?iJ';i/«-^:&MPE G3i>r7 — K bT>'t;^ 1 1 0±C£ti 
■tJT^o X\h:h I/F 1 4 A/D, D/A3 >-/^•— iJ' 14 1 ^P^MVX\^ 

Xm:fj I XF 1 4 Oii. :J^g|5^^>^^^tl-2.rf >5^>y LXCDT^uVM 
^^^mv. A/D, D/A3 ^ 1 4 1 -C- A/D(Analog Digital)^J^-r 

i)C:i:T"> ■< i^^ Jvm^tVX. MPEGn — 5^^/^ 1 3 OJcm^b-r-Siii:*) 
I'. MP E 0:3—5^'^^ 1 3 0 A/D, D/AnV^N* 

— ^ 1 4 1 T-D/A (Digital Analog)^t^f S C i: 7?^ T:hn ^(f-^ h LTs 

Bt-^iffla^^ 1 5 0 {i^ 1 ^ \y LSI (Large Scale Integrated 

Curcuit)'r-^j^^n. J'^X 1 1 0 ^:frVXm^^ti^::iyy^lyytiyX(D^^ 

^'r^m^^t)'\ttzmmzj^^xmmi'^^t'hn!mxi^^o v-y y^^^-rm 
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ROMi 6 ofi. mx.it. mmm&mumizm^(D. fe^v^(i. w,m(D$Emm- 

^ u 1 8 oiznEm^ntzy'tiif^A^mnt^^tx. mpe Gzi—y'^y^ i 3 
o^s^-^mm^mi 5 om^mm-t:bo ;'<^u 1 s oj*. mti£. ^m^^;^"^ 
CPU 1 7 0 dsnfj-r-sm^^ a-^. cpu 1 7 o®i&'^t±i^;'^>5:7^— 
1 9 5^mwjir^ziiizj^\). mmui^i 9 5d^e.5^^'i^i5';i/7=^— ^^^^^^thu 

(W^b) ^ >'N':^ 1 1 0±lc:t{i:tF-ri. i: 110 ^iO^bT^t^^n^ 

^5? IBM^^ 1 9 5 t3#ti|^UTi3^^-^^o rD</^ A 

§R OM 1 6 0 Id, — ^ U 1 8 0 tdlBifr J: d l:i1t^bT*) «fc 

-iS'©sBtiixti)&^*#:-e^ Dx *^iS®?f$^T-{ix 9 otc:^bT«j8J& 

pjti^^jsST-fe^ t-r^o -tab. mmmi^i 9 5^*^ iBa^^^ei 0 oizj^m 
■r^^^^h br 'fe j;vNo 

^v) t-^iiSt-^ h^>X7ii— b/i-ir^y h:^gjtt){±lb-rs SibtBbfe ^^>:J^5Jt— 
^;^ h v-AcDiam.'^ ^ ^ >^mn^^^-^^^y v th<b\zmmmi^ 195 tc^&i^ 

M^tbTCDATS (Arrival Time Stamp : ««^^J:;^ iS^ > ASgg^^tlTjo 
t)x c:©^-f ^ V^^tiMP E G 2 S^::^5"AX"e^^^n-CVN;5iS^a*J*7^=i — ^* 
§ T - S T D (Transport stream System Target Decoder ^ -^/G: 
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-Ama^^ (T S^tt^^m) 3 0 0(±x D VD^CDlBm^ffiEf*: 1 9 5 
13^^ # h ^ h^t-Jr ^j; b®A;b^ -I" 5, ^^Sr^f AT S (Arrival 

Time Stamp : ^ > r) ^f^Ao LTlB^-T ^ o 

*^^©i3^:g^^e 1 0 0 ±M©AT s©ftiin$nfe h^>;^^— h;:^ 

h U— Ate: j^oT^^^tl^n >-5^> ^:/^3•ov^T> Bf-^Ma^^ 15 0 t^jSVNt 
f^o ^e>l3. Bt-^iiaa^mi 5 0{d:s lB^^i#:l 9 5{::*Sj^$tifcB&^'fbn> 

. ifi^smx-^^o m 2 ifZm-rtEmn^^m 200 T-fiv sB^^f*: 2 0 5 k ^ :r 

^gi: bT®l3^i«f*:-f >^ 7 31-;^ (I/F) 21 0 e> «J!J4*s nJfgT- D 

^(Dmmm^2 o 5 ;&sij®i3^:^^^g^3^*bT*)5=— ^s^^iittib. 

^^miz:^\,^xmmpimf3:mm^n-^m2(D^ot3immns^mmiz^\^^xm'&un 
^^mmzmmcDy'n-^ :;x,:^-~:^j^-Doxitu<. mm.(DMBMn^'^miz±t^M-^ 

^iz. m 1 ^ ^^^i:^m 2 (Dmmm^mm.iz:jsi-^ ^bmummzMT ^v"-^ mm 
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9 5 ^::iBii■r^:®-^^-^5v^T^d:^ ms (a) <Dyu—^^'~hlz^■orz85m^'Bim 

M;l{i\ IEEE( Institute of Electrical and Electronics Engineers )1394i^ U T 
;v>'^•>^#^:/^bT^ Am:;t» I/F 1 2 0 Jc:#tj|^^ ti^ J^T^u^rS 3 0 1 

110^:f^bT^ T S^S^^3 0 0 {::dl:;^f-r^o 
T 0 0 (d;> ^T^vyrs 3 0 2^343V^■C. h ^ > tK— h ;^ b U — 

^uTx ^^yi. 110 5&:frbT. Bt-i-^ms^^ 15 0 izmts-r^o 
m^mm^mi 5 oit. rs 3 o 3^::43v^■r. ^ffiUytT^-r i^<5';vn> 

1 1 0 <^^^^UT^ -zri 9 Os fe^v^{itB^^^*:I /F 2 10 i^m;tj-r-5o 

Bt-^<b3>7">^3/(i. K^^:ri9 0. ^^^v^{ii3^^l^#:I/F 2 1 0 ^s^b-r 

iB^^# 1 9 5 \zmm. (s 3 0 4) ^n. mmmm^mT-t^. tji^^ nt-^^as 

IEEE1394i^ U T;i/>'N'>^5&:n'bT^Mb/t^«ffiSr^-^s 

:^'^^iiimX'T^^^'J~—U^^1&^'^t5 5mzX^Xs 5 C D T C P (Five Co 
mpany Digital Transmission Content Protection) (^Ts DTCPi:^/^ 

I/F12 0(i^ r S 3 0 1 IEEE1394>> U T;!/^^;:^ bTBt-^-fbrr 

>7^>^:/5£^fibs ^®^-^'fb=i >7">^y D T CPi3M*&iz:2p®!ibTm-^bs 
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{c:fflV^fe^— IEEE1394S> >J T;i'>'tX±:&e5@l^ns Bt^ 

#i&e>tb^<. ^L"C^ sftflyr-{is ^®Bt-^'fb3>5^>^yi3^^ni.=3r— ©^50^ 
v^<3i:■ex Ht■^'^b^cffiv^^nfe=3p-*s^^^n. Bt-^'fbii>7^>^y*sm-^$n 

<&®h-r^o dcr-s D T C P ^z:ol^•r(i^ http://ww.dtcp. com® URL 

(Uniform Resource Locator We b-^—S/l3 is V>t:x -f > 7 ;^ -f 
3 X Informational Version)®^f#iSnJtgT?^ „ 

^J-. ;51^gP*^e>®T:^n^M-^®n >7">»y sBM^i*: 1 9 5 t^iB^-T 

-a-®^!fl!ai::ov%T. 133 (B) ® 7 D— h {c:ejS£o-ri£H^-ri.o 7i-u^m 

^(D-ny^W f^^ Aai;tJ I /F 1 4 0 ti-S 

Xi±J;bI/F140fi. ;^5^«j/rS32 1 ^z::feV^t:x ^ ® D ^ n > 5^ > 
^«b. 3 2 2 {3ji55*x P^^-T-SA/D, D/An>;t~^ 1 4 1 

3 2 3 {c:j3V^rx MPEGa^>rr-Kx fip-feMP E GjEli{-.i:-l)^^-^YbiJa.S 
*5^fT^ns .'t;^ 1 1 0^:/^bT^ Hg-^^31^S1 5 0{3^^^tL-So 

JiiTx X7"u/rSS324x S325x S326 0 3 (A) 0:^7^ 

ry7'S 3 0 2x S 3 0 3 {343(:J-5MShl^^®^!l.31:6s=fTfcti-5o iPt.. TS^S 
^©3 0 Otdcfc^ h ^ >>^;I?— h/t'^^y h f^^-T § A T SftiDx Bf-^^iS^^ 1 
5 0 {djbNt^Bg^-^Yb^Sj&silfT^ns ^©i^^ff e>n-SBt-^-ftia>5^>!yS, sB 
9 5lc|BMb-tx SB^^ftS^i^Tt- i)o 
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^itt^rmmt^o -^'^ )vz2>^yy}iLxMizm:ii'r^mmitm4 (a) 

>y rS 4 0 1 ^343V^T^ h*-5-f n 9 OX{iBB^^#:I/'F 2 1 0 ^3<J;or^ IB 
^jf|^#:l 9 5 iciB^^tifeHt-^^bn >7^>\y*^®lJ^tB^n. ^n";^ 1 1 0 

Bt-^^as^^ 1 5 0 1 tB $ n o 

Bt-^^a^m 1 5 0 t'fi. rs 4 0 2 ^c43V^■t. H^-f 1 9 OXtiiB 

^ ifiny. 1 1 0 T s^ais^ma o o (ctB^j^n^o 

T s^aa^SS 0 0 {i. rs 4 o 3i3i5v^•r. h^>;^:!l^— h;^ h u — 

AT siz Jits iz^fzum^mnvx. ^^y. i i o ^^b-r. i/f i 2 o tz^t 

^ir^o XiatJ I / F 1 2 0 {i^ T SMsS^J^ 3 0 0 ^ (Dy" ^ ^ )\^ =i > > 

v^-^mm^m. i 5 o iz^i-^^hy" ^ t^-^ )]y:=i yy^yycD^i^-^mmiz-oi.^xit^m-r 

^ o 

^*5s Xm:^ 1 1 2 Oii. :P^y^yy'S 4 0 4X'. IEEE1394i' U 

±MLrcJ:oiz. m^(Dmmii(Dmxmm^ms:izmK ^(d^s y'^i^-^jvzi 
xMizm:fj-r^m^izi3\.^xii. m4 (b) (Dyu-^^'-hizm-:^rzW&m 

iP*>s:^7^^yrS42 1s S422s S423 ^343l^r^ EI 4 (A) (D^^y^y 

p^s4oi. S 4 0 2. s 4 0 3izis\ir^i^'^t^ti'^timm(Dmm±^nt>n. 

> ^y(i. ^t:;^ 110 ^if\-VX. MP E G=J— T^'y 1 3 0 IC^Jl&^tl^o 

MPEGn — v^^y^'lSO-Ctix ;;^7^^v:7'S424 tCiJVNTT^ 5^^" ^^;V=i > 
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y^y^yifiMPE Gy'zi-}^. fiPt.#M31*^l5fT^ tls Ail±};t? I /F 1 4 0 i3#t 
^$tli)o AttJ:tlI/F 1 4 0«s 7.^^i^yS4 2 4lZiB\^X. MPEG=i-5^ 
M' ^ 1 3 0 T'MP E Gx:3 — K^n;^:^'^ )Vu >y^> y:^^ f^Mir^ A/D , 

1 4 1 -eD/A^S^ (S 4 2 5 ) bT^ Ti- a ^zi y y^y y t 
•r^o ^bT> ;j^7^'yrS42 6 13515^, AtB;'j I/F 1 4 Ott. ^^DT:^D<^ 

ck)i:V^^^Stu■r•Ig^^o iT'D^y^'fi^ 19 2*X ( J:^ ^7 ;^ ) ^N'-f h (M^ltX 

^mm'Xit^ MP E G 2 ©T s ( v • u-a) /-^^y h ( i 

8 8/\*-r h) izAT S ^ftiPLT 1 9 2yt-r h bT^ ^n;SXfflftA6r 1 

t b'CV^§o AT S 2 475S3 2 t h ©^M^^J^^fT^-^ 
T^abtls :5fef-*)i}i0^bfc<t9{3Arrival Time Stamp («M^^J;:^ ^5? > ©BgT- 
$)^o AT Sti^g-^l-^^y bj/c^ V^^A-f^fD^^T^-^ ^ LrM 

^^n^o iB^^f*:ffit>i:"0®yn ^ (■te^^S') A T S ^ftSn b}fe T S 

^>^Ai4©^^AT S*fflv^TBt■^'^bffi©7'^ y ^- >^^^-r ^ c i: 

iz, y^—'$7<Dmms m^^iz^^>y'-'$'^iii^(Dy'—^^T^-tx'r^'Mi^m'b 

■^^^ m^iz^-ryu y ^ - i^'-K (Block Seed) tt^ A T S S^tfY^fllPtS^ 
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Copy Control Information) ^) -ftiJD bfe^j^i; bT^ ctV^o ^(DM-^^ A T S C 

ya ^(D^m<Dm (m^it. ni= sxf* i e) /w h^Bt-^-fb^ti-rfc^is: 

(Unencrypted data) (Dl^^mM^tis ^^(D'r — -^ (mH- 1 h^iil^) >bSBt 
7^— ^« (Encrypted data) izMm tm^ir ^Tzlsb-T^^) ^ o ^R*5. % bBf-^iZJlS 

[ T s {:t ^ ^jaa ] 

AT S©«tgl3ov^-tpJfflt::iJ£0^-r§o A T S (i> 'fe SJBJ b/t J; 

> f § to t3 -ft SP -r ?) ««I^^J ;^ ^S' > r S o 

— h;:^ h U— ACDif;?^?) 1 oXa^ojiPOTVrDe^^ A (=i>7^>iy) 
tBbfe^x ^cDSiDtBbfe h h U-A^:P^-r-5 b v>;;^7j^- h 

^'^'Jr^yhJi, ^j^MMiJ^F^HT-mtii) (El 7 (A) #M) o h ^ b h U 

^J^-f ^ >^{±MP E G 2 AX(ISO/IEC 13818-1)T*M^$ tlT V> ^{S^S^J^ 

5^31— ^t?$>-g> T - S T D (Transport stream System Target Decoder)^^ 
^ -a- 1/^ J: ^ 13 ^-^-fb ^ t3 ^ ti ^ o 

/J?- YnfTV V <^f3^-r-i.^-^{-{ix >::^3J?— h^'I'Jr^y YCOXti^ ^ 

S o 
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3 0 0 \zii\\xmfit ^mm-^um-t ^zru ^^^m-^Tr^-To e o o d^e>«. 

n^o El 1 XfiEl 2 ^::43V^T{i. Aiii;bI/'F l 2 O^^LTx $»-g)VN}iAm::t? 
I/F 1 4 Os MPE 5=^':;^ 1 3 O^^^LTJi^e 0 0 * h^>;3^Jj< — 

h ^ h:^ h U — bT h::^ h U —A>'t — it— (parser) 6 0 2 iZX 

ti-^fi^. tryh;^h i;~A/'?--9— 6 0 2 {is A::(j h h 'J -A 

CD4»i)^ P C R(Progra]tt Clock Reference )>''^ >ir h ^^j^tbt" i> «, JlCi?, PGR 
h MPE G 2 ^^X7^AXT•M^^tLTV^-5 P CR;^p•^■^Yb^n'r^^ 

hT'J^^o P CR^I-ir-y hfi, 1 0 0ms e c WF^O^P^P^Pif^^-^-fb 

MH z ©M^-^^-To 

^LTs 27MHzPLL603 ^C43V^'r. iB^W^^;6S^O 2 7 MH z ^ □ 
<^ ^ h ^ >X5}f- hXh';— A<Z)PCRf3D>y^ (Lock) ^-fr^o ^J'-TA^^ . 
V:^!^^®^ 6 04Ks 2 7MHz^D5;t^®e7Du/t;7CD;b'>> ^fii^::S^V^fe 
^S'-r A;:^^5' >r<^^^-r;So LTs :/D>y^.i^— h* (Block seed) #iin[all^ 
6 0 5 fi. h 5- h^l-^ y h ffl^ 1 /t-T h @ A — > 7 r?' 6 0 

6 ■^A:tj$ti^^(D^ A;;^^>7':g:ATShbrs ^(DVy h/^-^^y 

ATS AS#in^nfc h ^ h.'l^r^y h (^^ :^K — Vy^J'iv 7 T 6 0 6 

^mmi^mn^ntz'^. h*9>r ^-i 9 o (^i) . iBM#:i/F 2 1 0 (la 
2 ) ^'S\-\^x:^ V \/-v^=T^ Tx%^%^mm.^i 9 5 {csB^^ttSo 

^S^-To 07 (A) ^^^rn^yn^^ A izi>y^>y) ^m^t^ V^>x 
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m7 (B) it. y^uy^'i^—Y {Block Seed) it mm^6 0 BCD mts^yr^ir, 
yuy^ . (Block Seed) # in HISS 6 0 5 {is h^^^^i; 

^(D^^^y box KU — A±<DB$1^J^^^-r A T S ^^tS^U -y ^ • i^— 1^ 
(Block Seed) ^nmvx. V - y h ^mti^ ^ o mi (C) {isBli^<!^ 

izmm^nrz^j—::'.^^ y h^Tjk-To v—^^i-ir hfi, gi7 (c) t3^-r<fc^ 

^ru; y ^7 • K (Block seed) ^mM^ 8 0 ATS 

iffin-o2 7MH z 8 0 5 © ^ D ^ * "i? > ^ — (ii^::*>^5v^fe^F^^t^-# 

^:£IHj^8 0 4J3-fey h^tl-5o ibices 03 ATShiS'-l' ^V^^^HIES 

4 ^^P^^ AT S*s^t < 3&:o;t^s ffir^J^iJ^®)^ 8 0 2 tt. ^0 h ^ 

b>'^'!r^/ >:|:MPEGzr — 1 3 0 Xi±y= ^ ^ )i' XHitl I XT 1 

0 9}*^ A;bA VM-^^fB^H^^ 1 0 0©MP E Gn— 7^^^ ^ 1 3 0^c43V^ 

•rMPEGj^>3 — KLt. ^e>{c: T s^as^^s O 0 Iz^h^X h ^ >^5j?— b 

E Gn— ^ 1 3 0 T s^s^^s 0 0 ommMmm^^-^x^-ty^^ ^ 

mx^^o i^^Q 0 t:7^:^M-^ASA;b^nT*3 ^tifiMPEGi; 

MPEGlf5^:ta^>3-^9 0 2 X:^ tfT^i^TM-^^&MP E G tT^^it::^ h 'J 
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^Tz. MPEGtf7':t3^>3-^9 0 2}±. MP E G tfT^:;^;;^ h ij - A{c:o V^T 

ildts If^^^^^J^-f rtt. I/P/Btfi^9^^ (picture) ©«^T-2&-5o 
7^3- h*^ A:^<57 MP E G 2 S^>^7^AXt•M^^nTV^:St*#B■r•a&?)o 

:r3^>=i— ^5^9 0 S^A^tF^ti-So M P E G ;r — 5^ -f ;r > 3 — ^* 9 0 5 {i^ 
A:t7:t-5^>f :tit-^<&MPEG;r~7^>f h U — A id^-^-fb ^t^-^J^^yy 
T 9 0 6 ^iiJ:tr-r§o ^fe. MP E G:r — T^'f :^ <S7'9 0 5 fi^ MPEG 

— b U — A}COVNT©7'^-feX^— >y hit ^^^S'fb:^'5^i^^ — ^ 9 

^SYbX-jTi^a. — ^ 9 0 8 \fy^:t}i:t — y^^:t0-r^-k:y(.:i-^}; hmm 

"^v^-t:^ V U — A i::r — T^-f h U — A^ h =7 >;^5i?- ^>'^•'^^>;; h tc^^-^-fbf 

-?);5^^^j^-r?»o "B^mihT.frPa.—^ 9 0 8 nmz 2 7 mh zmuco^w 

^n^m^-t^i7U^y i7^n%. MPEG2T•M^^tl"CV^€)^S^fitJ^e 

f-s^ h y — AcDSMh:^ h u-Aos^-^^-So 

tf7^:t;^ h U-A7-?^y7:r 9 0 3*^?>/i'^y h ^^-fb^JIHtS^f- <i: t) Jl^^ 

^^•^ib^9 0 9-\A:^3^ti€»o 
.''^'^y h^9=-^'fbM^^iS;t— T^-f h y^-ru/5^9 7 6 {i bill 

^)^ h U — Av's'^y 7 t 9 0 6 >{p tifc^-T n— \^=t — ^ 



wo 01/76127 



PCT/JPOl/02928 



29 

■^-fb^Q 0 9^i^ ^^fi'fbX'irSJji.-^ 9 0 8 ^ A:tf ^ tl i) P C R D 
P C R/N->^y h ^tB;^3-r^o ^-^^Jr^;; h ^-^-fbili^miS A^V-^ >ir >y h ^^^-^-fb 

Y'yl/y.if^— Vn^v h^^-^'fb^9 0 9tt. v^>5r h ^^-^-fb^Jfim^AS/i /r 

\ZV^ h >''?'^ h ^thtl-r^o MM (Arrival) ^ ^ T (time 

stamp) th^^©9 1 0 {i. #'ffi'fb;5^'ire;i-^ 9 0 8 A^e> A:^3^tl^ P C RtcS 

ATS ?&ff^t-^o 

#'*'fb:^>iri^jL — ^ 9 0 8 *^e> A:^J^tl^P CR{i. MPEG 

s®^ia. p CR©Nf^j5?pe. 1 o^N'-f bHti©>'W b Aspj«-ri>i^^ji::^^o 

:rDy^-i>'— b' (Block Seed) fvfin[lli^9 1 1 Ji. b ^ >;^>Jf— b >'1'5r 5/ b 
^^■^'fbtig 0 9 ;?pe>ai:^3^tt^ b-5>;;^^- b>''?'^^^ bt^AT S'^^SP'T^o ^ 
a y >^ . (Block seed) #5001^9 1 1 3{)^ dl:tr^n^ A T Sf* ^© b ^ 

b.'i'^*;' bJix T.^—^jy^nvy-T 9 12 Hif-^^as^© 1 

^ ^ IB^ifl#: 1 9 5-\*SM^nSo 

tB^^#:l 9 5^|&M^n^ AT S#^© b b.'-^^^^ b{*. Bt-^^OL 

s^^i 5 07?Bt-#'fb^n^Hfii3igi7 (c) j3^-r.fcd{3^iiiSigi6fe)i^^r-A 

;^3^n. ^O^. 13^^^ 19 5 Iz^SiS^^tiSo b ^ b>''?'!r-/ bA^^pi 

^IgfeTsB^^tiT AT S 5£#.^-r^ci:i:: J;oTs ^© b b>''^ 
b©Sfi{ia-N®A:»j^^J<&SiJ^-ri)C:i:*s-e§So 
ilCia-^N AT S®;*:^$tt3 2 tfi/ bi3?^^oTVNi)t){^T-{±:^C<s 2 4 t: 
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hums 1 e^:/ ^T•^)^ito^cv^o at sov:^ hMifiM^'^i^i^. at so^f^ 

:^U-*'^7>^--e^i,®^, 2 4 -b i tftcDA T S*s-j^-ri,^H{i, |^ 0 . 

^■^^-So h ^ h;^ h y — A©^-?-^ hHPia, MPEG2 

^tsS^IS^mt. AT S ^ 2 4-b i t |JJl±{3bT* cfcVAo 

:i®cJ:5t3. AT s® J: bfcJa-^s :rn^y^5^— 

iDT^-^s^T-^^rrn < pj tail's: -So :/d 

y ^ • i/— h'®^^^J>feEI 1 0 izmto mi 0 (DM lit. AT S § 3 2 b-^y h^S- 
^ffl'Tl.^Jffe^o 0 10 2 {i, A T S >^ 3 0 tf h h b> n tr — M^ts^ 

(CCD ^2 \fy h^&.mir^mx'$>^o :2\:^-Mmmmit. ^m^mn^^nt^y' 

-i^ (D:3\f—Bm(D^m^m.i-mmX':^ S cms : Serial Copy Management 
System-^ CGMS : Copy Generation Management System:J)S:t^T-fe ^ o Cltie> 

tiTVN^g) C h.^^t- =11:^ — 7 U — (Copy Free) . 1 .tB:^®5^® n b— <^fFWr ^ 
l.-ft-f^n hT— g^nj (One Generation Copy Allowed) < b— V> 3 b— ^ 
it (Copy Prohibited) ^ ifOtf ^>6«^-&^o 

la 1 0 «»J3tt. ATS<&24tyhtb. C C I 2 If higffl ^ 

Dbri^3> (Macrovision) ®:t>/:r7 (On/Off) ^^fWfgJfeif^ fll>!?^ti^ 

MS] 

IBi^bfetBa^a£^^:^ffe®BB^#^^^3:feV^TB^RItg^:■r■5 C iiAs^W^tbS 
14dS'iJ^^Ci^;^7^Afi^?!|;t«0 2{3^-rJ;o:&IB^#^^S2 0 0T-$) b ^ 13^ 
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1 1 > El 1 2 (ommyxi y ^mRv^m 1 3 (Dy a—^^— h ^m^^xmrn-t^o 

2 2 4 4 6 l-^&m (mm^ 10-25310-^) t::|3«gb/t«J5gJll«I^J3. 

^ mmn&mm ib^ b 5^ - ^ ^ . s'j ® mmn^ mmx w& x^^iLiinfism 
-i$'CDbit-by-bit3 i^-^m < fzisbiz^ M^umi^mmo^mmmhi.xcDy' ^ :^ 
Ell 1 . 0 12 (Dmm-y^ y ^7mizm-^x. v^-^mm^m 150 itfimn-r^y^ 
iB^w^^B 1100 u 1 8 0 m20m) iz^mx^x^^^-^:^ 

T'fe-SfB^iS^^: 112 0 l^lf^S'JIf ^ ^ bT©5^^ I D (Disc ID) 1 1 0 3 

Ktc:tB0^n-cv>^ ira A^^fei^aE-r-So iB^^n-c v^n^^. -t^-tx^^id (di 
sc ID) 110 3 ^^^^^ffib (la 1 1 tciffi^) > IBa^nTv^3fe^:^■tl{^^ Ht-^^aa 

^^1 5 0^:::}3V^r^>^A^3. \^ <\i.^}^^}^^f\,f:^mX\±'^WL%^m<D-l3 
^Xv" ^Ts^ I D (Disc ID) 12 0 1 ?^^^b. v'^y.^ X^t^mt ^ (0 1 2 13 
ffi^) o •7^'r;:^^ID (Disc ID) 110 3 {i-^^T^-r i:oabtl{S <tV^^Z) 

IB^^^^fll 1 0 Otts ^Kiv;;^^-^!^— ^15=^^ IDr^fflVNT. =r^y^ 
mM^— (Disc Unique Key) <&^^1 1 0 2-r^o 7=>f X^H*^— (Disc Un 
ique Key) ©M#^61J«C^fig;^^ i: {i. mfLX^. FTPS 180-lT'^i6 tlT 

ixiHIKSHA-llc, v;;^^— iiT^-f I D (Disc ID) i:cDt:^yhM^ 
f3cJ: ^5^ Us ^© 1 6 0 bTy h©ttl:*7ipe.ig:»^?5:7=^— ^J'S 

(0^^=T ^ y^mM^— (Disc Unique Key) bT^fflf ^:4f*-^x T^D^y^Bf 
■^M^*fflV^;fe>'^iy i/iM^tzv;;^^— (Master Key) i: 5^ ;^ I D (Di 
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mmU(Dmmm-^&^^ h;i/^— (Title Key) ^m^MM^mi 5 0 

mzy^^ :;^^m^^— (Disc Unique Key) t^^ (Title Key) 

<S'-r VJvmm^— (Title Unique Key) ^^^T^o CI . 
±s3®J;ai3. SHA-l^fflVNi);5^-^:/D y ^Bt-^tca-:^ < >'\ y i^a.il^<^^ffl-r 
^:&^^^:^. ^o^{:t*^ci i;As-e^^„ 

±BB®iiB^'^(i. v;^^— :35i— (Master Key) iiT^^fX^ID (Disc I 
D) t^^y" ^ :7.^m^^— (Disc Unique Key) ^^figb. iltl i: ^ -< h>iU:^r_ 
(Title Key) e> ^ (Title Unique Key) ^^n^n^mT^ ^ 
dlziyX\^^^ifi. y^ >( T.'^m^^— (Disc Unique Key) 2i bt x'y^ ^ — 

— (Master Key) h'f ^ ID (Disc ID) i: (Title Key) is^^ 

^^^^ h;Hl^^— (Title Unique Key) ^^fig b t <fe 0: < . ^fe. ^ h ;i/ 
^— (Title Key) ^fflVA-Tl::. (Master Key) hy'^:^^lT> (D 

isc ID) if^^^-^ Y)Vm^^— (Title Unique Key) OM^^fig bT ^ cfc V^ o 
•^Jx.«±iB® 5 CD T CPf;iM^^tise3^7*— v^/ hot>J:o 

«MS!t7ll^SMbfc-l2 y b h y ( S T B : Set Top Box) ifiZ 

(DUm^tZUm^z 5 CD T CP>£MV^Te^■rSl^t> S T B (iM;K(3gia{t]^ 
t-e?^$tlfeMP E G 2 T S>'1'ir';; h:feIEEE1394±«fefejif -Sdilds. 5^ — 

iB^:^:^^M 110 0(i3B^-r^§=i>7^>^;;7=— ^)&ii6[)T S/i'ir.y h 
T-gMbs BUX^bfeT S^!fl!S#©3 0 0 }3t5V^T. =&T S/I-Jr b -fe^Mbfel^ 

^J«^T*fes AT s ^#Sn^^o U^. :$fe{3ijiB^bfc«kdi;i. it^d y ^t'-^s^ 
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ATS ^mui^fciT S/'^^^y h ^X^ (m^itX=3 2 ) M^X. 1 y ^ 

(-fe U^'^ 1 1 0 8 ) TttJ^tf^tX^ 32lfyhCDATS ^-^tf r^'D 
'y^>>-K (Block Seed) J:^ ^fet^^^^bfe^-f (Title Unique K 

ey) h3{pe>s ^ o:/D ^©v^ — ^ ^Bt-8-<b~r^ilT-^i> :7'n ^ • ^— (Bloc 
k Key) t^^m 1 1 0 7 ^ni)o 

'y • (Block Key) <D^WLl5^(Dm'^^ 1 4 fZ^-To 0 1 4 "efis ^^ 

■Tix* 3 2 try h<D:>^D ^ ^ • i^— K (Block Seed) i:. 6 4 bT y hcD^S^^f Y )\/ 
mM^— (Title Unique Key) 6 4 tf y hOT'D-y^^— (Block Key) 

^^f^S^-r^ 1 i^S64lfyh. A{±S:;^As^n^ti,6 4 try hcDBt-^Hilc 
^MfflbTVA^o iJ'-f h;na^^— (Title Unique Key) ® Ht-^M^cHJ: 
b. :p^d y ^iy— K (Block Seed) J: 3 2 If y h (=i>;^^> h) Si^^ 

bfc^e^X:^j bTBt^'fb bfeJ^m^iT'a y ^^r— (Block Key) JibTV>So 

m2\X^ FIPS 180-l©7\y iyiM^SHA-l:^fflVNfci!S|T-$).i.o ^J' ^ h ;i/ S * =3f. — 
(Title Unique Key) i::rpy^^i^— K (Block Seed) b fctt^^SHA-ltcX 

:trb. ^© 1 6 0 try h©tB*^. «?!l^{STfiL6 4 tfy h ©a^^^^ffl-T ^ i:\ 6 
4 If y h {ci^j^ b;t'fo©<^rD y ^^F— (Block Key) iibTV^-So 

:&*5^ ±.m-(:\^=T ^ -X^mM^— (Disc Unique key) ^ ^ (T 
itle Unique Key) . ^ny^^^r— (Block Key) ^-^n-en^fiSt-^^J <&i5£0J b 
^ T.^m^^— (Disc Unique Key) h/'l'H^t^— (Tit 

le Unique Key) ©^j^fe^feHfrt" ^ i:^ < > l^'n y ^^tc y':^ ^J' — :Sr~ (Maste 
r Key) iiT^^X^ID (Disc ID) i: ^ -f h (Title Key) h:/ny;j7^> — 

K (Block Seed) ^M^/^-C T'D y ^ ^— (Block Key) ^^J5febT*) cJ;V^„ 

:7D y ^ :^-*s^^^tbS Jl. :£^^tlfe:7n y (Block Key) 

y ^^7^— ^ ^^Ht-^^b-r So Kl 1. 1 2©TIS{3^-r J;-5 :/Dy^i^ — 
h* (Block Seed) :7"o y 7^— ^S' ©^si©^ 1 ~m>'"?'f h (^?!I;ti^m= 8 

^''vM h) (-fe Ix^^ 1 1 0 8) ^fi-CBt-^-fb^mt-M-^. m+ 1 b @ 
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i^^mmy^—i^^H^m^ih 1 1 0 9 -rSo ^i5x B^-^Yb$ti:&iMnyW V^lz 
D^^^ixfe^in+ 1 7\M hJj;|^©yD »y Hf-^^S^^ 15 0 

'JXAi:LT{i. M;?.f^FIPS 46-2T'M^^tiSD E S (Data Encryption Stand 

^ o 

2^(DXmtly'-^V-^ X^LJ'^^ h hV. n^^mcD^^Mhl^tzm^. 192 

1 —m/W ^ J:i:^)H-feb^<5'1110f3j;b ^-^-^ tlT Bf-^'fb > 7^ > 

1 1 1 2 i:b"rt3^J«#:l 1 2 Oi3*SM^n-i)o 

K a X&m ^ tt ^ n ^ ilT' Bt-^ib ASJte ^ n T iB^iti*: iZ i^m ^ tX ^ C 

^■e^scD't?. =&:^D 'y ^(ciiS^^nfeAT s (eft-:? < «y e^ilti. ^n^tL 
fe^ :rD 'y • i^— b*(*rr>7^>ii;x — a? h ^ % l^tt^jic^M^^a b^^^f^^^ti 
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^ T s^as^^a 0 0 i^^stt^s at snmmmRv^^^mm^m i 5 o iz^i-j-^ 

S 1 3 0 2 f::^5^^Tx mmmmzmS^immt VXOy'^f I D (Disc ID) 

mzm^^ fix ^ if o iy^^^^-r ^ o mm^tix\^^tii£s i 303-ec:®7^ 

f I D^^^^^{±^b^ HB^$nTVN^(:ttl{^ S 1 3 0 4 T% b 

S 1 3 0 5t:-{i. x':;i^$'-:3e-t7^>f I D T^^X^S^t^-^^ 
J^f §o — {i^tiJjBjufecfcd FIPS 180-1-^^^6 e> 

tiXU^J^yiy^mW(.SRk-l^m\i^^:^^'pyu ^Bt-^tc:S-:3 < >y a. HgJi: 

dliz S 1 3 0 6 izm^. llCDf3^fecD@*©^i; UT ^ h;i/^— (Ti 

tie Key) ^S^^l^y^ ^ :^^lzmm-t ^Iz S 1 3 0 7"e. ±ME(Dy' ^ :^ ^ 

^-ii^ >{)^ e>> ^ h }\ym^^—^^^-r^o ^—^mizit^ sha-i^ 

s 1 3 0 sT'ji. mmm^mmi^um-r^^^>y^yy^—'^cD^m-^<h7'— 
s^-^^^i; h<Dmx^mT^o s 1 3 0 9 1-. T smM^ms 0 0 #T 

^CCIh.ATS. ^ ^t3f|fec?)'tt^*iffi5^)^-^fc)-&feffi<&fsJ-int-^o SI 3 

lox. AT s^nmvTzT sn^^y h^m^^imi^. i y ^^j^^^-r^m 

:{p^^J^t-§c ^^Tni^(D^i^ifim&^nrzm^i±:^y'^}^ys l 3 1 1 i::?ta^. 

^iz^ v^-^mm^m 1 5 ot*. s 1 3 1 2 -r-^ ^^—■$KD^m(D 3 2 h 

y V (AT S^-^tf:/n ' h-) iiS 1 3 0 7 b }fe ^S' -l" 

s 1 3 1 3-e{±. y^u y^7^—^m\^xs 131 ixm^i^tz-yu ^ ■i7y'—-$f 
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^J;i«FIPS 46-2T-^^$tii)D E S (Data Encryption Standard) jb^TaM^n^o 

s 1 3 1 4t% ^^^\^fz.-:ruv ^"f-^-^mmmmzmmr^. s i s 1 5 

i^Tbs ^ ^gBmUTV^>Q^(:tn«S 1 3 0 8 {3H t5 t) ® x — ^ ® ^3® 

_hiB© J; d UtiB^^#:l3|BSi^ti;^cBt-^'fbn >5^> ^>'?&^-^bT# 

s E 1 5 tz^-r^S^D ^l21{3tJ£oTife0^-r§o IB^W^^S 15 0 0 
\X=T^7.^ 1520d»e>7^'fX^ID1502^. ^ g *6D p{ ^ 'J ^ t;:^ 

-^-1 5 0 1 -^mn^-t. %(DUu%m<DmMii-^m^is^i3.^o\z.^ v'^-t.^ 

I DtiT^^' ;^<^^3gB^^nTV^§^^. IBM^ tlT VNJ»-^{iiB^^g5fetlt::43V^ 

IBliS^^B 1 5 0 0{i. ^tz, 5^>f I D (Disc ID) ^L-^T.^ — ^— (M 
aster Key) ^Irffl V^T5= ;^ ^ H^t^— (Disc Unique Key) -^^^1 5 0 3-r^o 

FIPS 180-lf^fe 5. nTV> :S>?N i'i H^SHA-Uw. 
x';;^<5'~;^-i:7^^:^^ I D (Disc ID) h © t »y h^i^fwck t) ti^ 5^-^ 
1 6 0 If \-(D^ti-t(^^>^-m:U=T — ^^<0^-^=T^7.^m-^^-~ 
(Disc Unique Key) h bT^ffl-T :7P <^Bt■^||^^ffiV^fe>'^ 
M^{c:vx^5^ — (Master Key) i:5^'f;^^ID (Disc ID) ^XtlLxn^ti 

(Title Key) 1 5 0 4 ^^J^^tH ^S' h (Title Key) 1 5 0 4 i:5^-Y 

X^m^^— (Disc Unique Key) d^^^-T h)Vm^^— (Title Unique Key) ^ 
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JiS3©UiB>§T-«s •^:yt.^~^— (Master Key) ty^^X^IB (Disc I 
D) t^ioy" ^ :^^mm^— (Disc Unique Key) ^^^V. dtlil^S'^T VJV^ — 
(Title Key) tf^ ^ ^ 4 h;HlW=^— (Title Unique Key) ^^ti^ti^^f -5 cfc 
a J:: V> ^ T^^'T ;^ ^@^:3p— (Disc Unique Key) il bX ^ 7. 'S^ 

— (Master Key) t.y' ^ 1 B (Disc ID) i: ^ -f (Title Key) ^ 
mmS^^ h)Vmm^— (Tltle unique Key) ^^^L-rt»J:<s ^fe. ^ ^ V )\y 
^— (Title Key) .*ffil>-rt-s x';^^— ^— (Master Key) i:^^;^^'ID (D 
isc ID) Y)\^m^^— (Title Unique Key) LT * <fc V^o 

^tciT^^r :5^^:7^3;|Sj^^nt:v^^Ht-^'fbi3>7^>»y i 5 o 7 ?>jii^yD ^ 5^ 

— ^ (Block Data) *^55)^{±lbs IT^n^yi^^^— ^ (Block Data) ©$fesiO 4 >''^-r 
b <&^^^^ ^ . i^— (Block Seed) ?g:-fe P ^ ^5? 1 5 0 8 ^c:43V^•t:^il^ 
LT. ^'1' b;VH^^— (Title Unique Key) J: ©JfeS^ILSl:: J; D ^ l^D^y^dr 

— (Block Key) ^:gfefig-r-5o 

ru^^ • ^- (Block Key) (D&i^-^m^. %\zm.mi,r=.m 1 A (oMWi^mm 

■rs d § So IlJ-fe. 3 2 If b® <^ . S^— K (Block Seed) i:. 6 

4 tr b (Title Unique Key) i:A^e>> 6 4 tT 'j; b ©:7d 

(Block Key) -^^J^g-T S^^A^jifflT' ^ S o 

«c*5s Jii3'e{*7^-< (Disc Unique key) ^ ^ V)^^^^— (T 

itle Unique Key) v yu^y^^— (Block Key) -^"^fi^nSL^-t ^M^MmX^ 
fziy^^ m^i^. 5= ^ (Disc Unique Key) t ^ h;v@>t=^— (Tit 

le Unique Key) ©^fiK^Hfr-T S CI < ^ ^^^tc: vx^-^— (Maste 

r Key) hy^^:^i7lD (Disc ID) ^ h ;v^f^— (Title Key) i^'n — 
K (Block Seed) ^« V^•r ^ ^— (Block Key) <fe d: 

yuy ^^ — i^SE.m,^n^h. yuyi7^— (Block Key) >feMV^t:Ht■^-^b^ tl 
•rv>S >^7^— ^ 1509 •feP^^J'lBlO ^ift-LXm-^y^—^ 
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©3 0 0 ^ci5v^t^ ATS tzs-^ < X V v—j^mmt^m^^ti^o ^cd^^ 
mmcD^ti^mm-t^o ^ i e cds i e o i ^;I^5v^T^ sB^^^^SBttT^^ 

b^ 3 1 6 0 4-^^ ^■1' h;V:3p— j>7^-i';:^^'SW=3r — *^e>^'f 

ifecs 16 0 sxy"^ ;^^*^^Bt-^^b^tlrtSM^n-rv^:5 :rD 

— ^^M^m-to SI 6 0 6-^. ':fUy^y^—'^(D^^(0 4/^'<h<Dyuy^i/ 

— K (Block Seed) S 1 6 0 4X^^\yrz^ ^ h jvm^^ — ^m^^xyu y 

^^^3, S 1 6 0 7 t!s T'D — :£ffiV^t:Bt■^'^b^tl•rV^'5 :7n ^7^ — 

sa-^b. 3 1 6 0 ^T^-^j'^^^a^^itibfeA^^^jffiTb. ^T^-^j' ^^5^ai 
bTv^n{^ii^T b. ^5"e^(tn(i 3 i 6 o 5 j^imd^dot^— ^'^^^^a-To 

[ SB ^ ^ ti 7=^ — ^ © smi4 *s ie;> g V ^ 7^ A t:: *5 § 5^ — IB^^a S (3 

•rgB^bfcgB^j«#>&ffeoiBM:s:^ilt3*5VNT?f^oItgi:-r§ ^ iiAsg^^tL^fe 
V^i>';:^5^A. fiP"^. IBMt^-^ {i^n<&t3libfc^ST-©^^Sla^ai bA^T* ttutS 

025:^^1111 8 ©7D— — h ^M^/^■ri^iBJ■r^o 
0 17 O^SP^n b^3bse>> 0 1 8 n— h (O^m^m 

^■r. 0 1 8®S 1 8 0 1^343V^T. BB^S^^fil 7 0 0 (01 7#M) tt^ 
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-^OMBH*"®ilT-fe i>5='>'N*^ (Device Unique Key) ^^mT^o 

mi 7 iz^-r^^ izy^^-^^ xm^^^— (Device Unique Key) ®^fi£«iLSI^ 

b r # # ^ ti ^ — -r- ^ -5 = 

-^^Mnx\±. T^v'^'i' (Device Unique Key) L S I ^ — . 5="/^ 

1 9 ^MVM:iJ&§9^^o 1 9 m^\s.m i ©Bt#^s^^ i 5 o ^ 

L S I ^ UT^mbfeBt-^^as^^L S I 1 9 0 0 t343{:t^^S#!l^^ -5 „■ 

LSI :^-i3MgP 1 9 0 1 ti. ai!t©Bi-^M#^L S I {^it^ (t^toT. « 
^©sBaH^^gtz^fe^®) CDL S I ^— ^IBUb-CVN^So :mf*£iUi3{iM;l{Ss 
L S I M^^^On y b§fZ-#©^ — AS*&M$tl§o Sfex -r^TOBt^^ftS^ 
^L S I tCWSOL S I ^->feiBM-r^«^i: b-C% <tV^ b. ©Ht-^^S 
#^L S 1 6D^;i'— r^tz^MoL S I =3F-*iBMt-sa:a{3bT* ckV^o L S 
I^— ^ooBg-^^S^^L S I {::#^®i:-r^:6^{is «»l;?.«s Bf-^^as^© 
LSI o>m.m.::i-X h i:©PI#gT-?*i6§cii:ds-r«^-2)o 

Bg-^^aa^^ L S I 1 9 0 0<Dgi^^?fBa. =3p-tB1tg|5 19 0 1 l^sBM^nT 
V^i.L S I dr— ^M5^ffi-rt Bt-^^aS^^L S I 1 9 0 0®^gP(D|Bit 

^Ti: b-rcD^a^f^lB^S^^gOR 0M^3iBM^ttTV^§7^>'^•-<>^^- 1 9 1 

0*. 7t;^;&:fhb-r^tf^^itt|-rci ^T-®:^f bs ^(oi.^i^—'BlV^^j^^ 7.^—\z 

— (Device Unique Key) ^^^figf^o 
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^- (Device Unique Key) tim^T ^ Z tit^M-^^ ^ib^. ^(DMi^. y^^^-i 
m^^— (Device Unique Key) ifi^^ L S I ^^^--^t^^W ^-J^tf^-T ^ C h 

9 0 2{is m^its FIPS180-l®SHA-l^N^y i^^H^^CD— :&|qH4Mi(t^ 

^^-)^i^^mWi^^m-^ZiHzX\). y'^'i^ X^^^— (Device Unique Key) ^ 
^fife-rSo y"/"^^ :^m^^~ (Device Unique Key) fi^ mXit. FIPS46-2, FIP 
S46-3®DES, Triple-DES^&fiJffl bfe-::^I^IffiMt!C5^fflV^. LSl^ — X. =t 
-f X ^ — Bf-^-fb t- ^ :i i: Jc: J; t) ^ 46 -Cfe a; v^ o 

J; ^ (3 brWe>tvfc7^>'^-r ;^H^^— (Device Unique Key) n>7^> 

^^^bT. :^sgb}t:rn >y t3g•:3V^TBt•^^b^fl!SX{*«-^MS^^fTb 

ti©-^'fb=i>5^>^:; 19 0 ^(ommmw 1 9 2 0 ic^tff ^*&i&^5ftax ab^svNttBt 

■^-fbii >7^>^:/ 1906 (DSB^^'t*: 1 9 2 0 ©S^^ILS^II^T-r ^ » 

3 >5^>^y ^Bt-^Yb;^5S;^ 'BLV^m.^l3^)L\^X\-^. m7L\-S.. FIPS46-2{3^{:f e> 

. i; rs^3 > • 1^(Data Encryption Standard) 

^ ©fife ^ ffi ^ J: AS ^ jg, „ 

^19{i. L S I 2itF5^>'^^' — 7'>'^'-f ;^ ^^:3r— (Device Uni 

que Key) ^^^t ^mx^^i?^ m^\^. umwkmzmMo>m}L\^x(o ^ =r ^ 7 

® h*^-f — dsgll D ^)tlt:v^^:®-^t{±^ =t?^^ T.m^^— (Device Uni 
que Key) (O^m^. ^©^T^-f K-7>r 7*=3r— ^)fflV^-?) d hibSnrtg-e^^o 

7^>'\'^ ;^@^:3r— (Device Unique Key) L S I ^-St>*7=>'U ;^ ^ — ©fife 

^7^>f >^-:r^—(0't^x^m\^x^Wu-t^^^oymMmwum 

^ * — >CA(D I M : Data Ingegrity Mechanism)tc J: o n-i 7.^M^^ 
(Device Unique Key) ^^fig-T bT V^ ^5 o 
Bt-^'fbgP2 0 0 1 tt. LSI y.^—X^^\\i\^^ ^^^2 0 0 
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4lzmt!-r^o m^^2 O O Bt^<bg|3 2 0 0 1 (DiatJt. ^^^-r T^—t 

^mm^mmm 2002 izm^-r ^ o Bt-^-fb^ 2 0 0 2 f*. l s i 

^->£ii2iL. ^#^2 0 0 4(Dm:;^j^B&-^Ybb^ mm^2 0 0 5 iz}iitj-r ^ o 

m»^2 0 0 5 (i. Bt-^Yb§P2 0 0 2 (Dmt]h. K^^ ^ ^S^fliifi^BfeStl 

Bt^'fbgP2 0 0 3 IziHtl-f^o m-Bih^2 0 0 LSI ^-^Mt 

mW^2 0 0 5 CDiatl^^^ihLs ^®llt-^'fbi^m<£s y'^-^-C >^mm^— (Devi 
ce Unique Key) i: b T m t" i> o 

H 1 8 y' — ^mmmm:^y^^yr(Dmmt:mi'^^o :^y^y-^S 18 0 1 

S 1 8 0 2T-(i. iB^1g^^BfiiB^-r^§=i >5^>\y7^— ^J/^^Bt-^fbT^- 
iS' ^ T S /-^ ^ >y h©ff$TgM-r§o S 1 8 0 3T% T S^a^^3 0 0 {i. 
S^'-^^^y h ^^«b;fe^^Jt»^-C-$>^ AT S^#ijPt--5o S V> {± tf — ffeiJiSlti 
$BCCIJlATS. ^ ^ t3flfe®t»^^M5^-^t)-a-fett^^iin-r^o -i^t^. S18 
0 4-e. AT S ^f!l:inbfcT S^t'^r-, h ^JH^^^g^tb. 1 

;t(^X = 3 2 l::?ibfc*^s V^fi^'l-Jr y b ©ig^T <&^-rf^S"J5^ — ^ ^gM bfe 
i^-^n'^-f^o v^■r^^A^©^#*s^M^^fc:®^«X7^ y rs 1 8 0 5 i:ii£iJ^^^s 
Xffl. ^ VN{i/'5'^ h^T^"e©>'"?'ir «y b ^ae^Ts 1 :r D ^J^ © i:?" D 5^ 

mz. s 1 8 0 6 T-. f^^mm^m i 5 of*. ■:^u ^y^—-^ (o9cm<D 3 2 tr 

'V h (ATS 5&^tf vy ^ . i: s 1 8 0 1 •^^m.X^r^^rJ^-^ T^mM^ 

S 1 8 0 7 T-tts >y ^^—^m^^X S 1 8 0 5 "^ff^^bfe^^m 5/ 
^Bt-^'fbt-iyo -&:j3. :5fcJC'foiiH^b3fecl;a t::^ Bf-^Yb®^^ ^ ®fi^ iTn^y 
^^5"-^ ©in+ 1 h S*^e>«$|v^-^ ^-ex-fe^o Bt-i-^by'^l/n U XAit. 
*?!I;iffFIPS 46-2T-M^$ti^DE S (Data Encryption Standard) >bsjSffl^n-So 

S 1 8 0 8 T*. Bt-^-fb bfc:rn y ^5^— ^^t3^^S^f*:(::i3^-r-i)o S 1 8 0 9 
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U^ ±7^—^ SsB^Lrv^;5;{:^-tl(^ S 1 8 0 2 izM^xm D 05^— ^<dMS 
[ b3 ^ ^ tl ;t 7^ ~ ^5' © S m S jg;^ g V ^ 5^ A 13 :}3 { j- 7^ — ^ S ^ iia. II 

EI 2 1 ©^S:7n ^/ ^'E1^#HBU)5:>65^>^ ^ 2 2 ©:7 d— — homm^m 

liTs EI22®S2201 ^3i5V^T. IB^S^^g 2 10 0 (HI 2 1 #M) 
^ (D mmmm (Dm-X ^ ^ ^ mm ^- (Device Unique Key) ^^^"T^o 
^2 1 iZ^irJ^^lZT'J^^ xmm^— (Device Unique Key) ®^J5g«LSI> 

^^3S•^v^T^^2 1 0 ^icL-^^^—i^^izmmxyt^M 
D s L s I ^-{i. Bt^^as^^ 15 0 mi. EI 2 #m) <&M^-r § l s 1 

^bTL S I ComMmiZ^m^ ntz^—. ^rn^C^k • =3r-(iiB^#:SI§©M3il^ 
7 ^ y i> i ^ ^ y s E E P R O © IBii*^ ^ tlTz n ^ 7. IZ^JS b 

ifet:iS 2 2 0 2T*7^^' X^>?P?>Ht-^'fb$^^T*&M$tlTV^:g):rD ^^7=^— ^$7 >^ 
^J^^iti-To S 2 2 0 3 t:-x ITD y ^J^T^ — /5?©^^©4>'W h®:/D ^^S^— K 
(Block Seed) i:^ S 2 2 0 1 "C-^Jsfe L;fe7^/t^' — P^n y ^i(r 
(EI2 1©2 102)fSo 

8 2 2 0 4*^^ T'D >;/ ^3p^^^V^TBt-^'^b$tlTV^:5rD <y ^5^ — 
^^■^ (I1I21©2105) S2205Ts ^7^-^$' ^Mc«^^£B bfe^^^ijaJif 
b. ±.=T — ^^m^^ bTV^tL{^^T b. ^dt:-:fe}J-tlf^ S 2 2 0 2 IwMD^D 

56c*5x C:©^alS^3:feV^T^fef3^1lfi^#2 1 2 0 fdl&M^ tLfeHf-^fbi^ >7^>\y 2 
10 3 {i^D ^^7^ — ^J'©^^^ 1 ~4y^>f b©^D ^/^^i/— Ki^-b 2 1 
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— ^izit. J-^^ hmiZX:f]^ -( 5. y^^timir AT S (Arrival Time Stamp:* 

ctd lc:thiiooBt-^ii^-r-<r©3>7^>^;/cDBt-^'fbJ3-^Mbfe:®^s r3>^> 
=i>7^>^>'i:^ -en^. 7^— ^J'^ — t3j;oTBt-^'fbbfeBt-^^C>3>5^>^>'i:® 

i^i;otHt-^-fbbfeHt-^^b=i>7^>^:^-r-<'r*s^-^^tx, jft^icn tr 
C 13^ ^ n 5= - t3 o v^ T ® RS © IS^ Rjfg J&: X 7^ A J3 is 

^ 5^— ^ Bt-^Yb:Rt;ftB^iz!La] 
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xmmm-^->:^y^AX'm^o m-h. tmmi^i 9 siznvxy'-'^^fs.mvrzt 

c:c:i!(±. i3^^#:t UT^T^^ ?&^?!li:-r 'So coliwj^fs, mm.Mi^± 

^>^^ID(Disc ID)^. ^Si^wf^ffl^-^^ t LTV^^„ 

0 2 3. EI2 4 ©^J!IS:/D y ^^Htz^ieoTs Bf-^^S^® 1 5 0 3bs||ff f i) 7^ 

- ^ © Bg-^YbMa ©m^ o ^^ T ijiB§ -r ^ o 

HB^lf^^M2 3 0 0«g:t©^^ «; 1 8 0 (0 1, 2#M) ^c:^&i^bTV^§ 
rv';;^^57-dF-— 2 3 0 1 . j^HsgiJ^i: lto^^/a-'T I d 2 3 3 1. 

2 3 3 2 ^^5^/il1-„ v;Pi^5'— 230 Itt. ^'T-fe>;^;&^{tfc 

iPt.i>';^-7^Aife#:T«Jt®>6c^— ffei)o "T^^^ 7. I D{iiB^M^^«2 3 0 0® 
iiS'J^t?^ t). ^46tB^m^Sm^c:^S^^|^Tl^§^?!l^{^M3lg#■^^®i!JSlJTT♦ 

mm^^2 3 0 0 t). ^ie>^^©§B^S^^g}3ii£;b'rS5&: 

^ ^o\zwL^-^nx^m^f\.ti^—x-&^o ^n^\t^m^mn^m.m.2 300 
HB^s^^m2 3 0 o\±mfL\t%^ ^ 7.i7-&-ib^um^i^2 3 2 oicMsaw^ 

i:bT®5^'f;^^ID (Disc ID) 2 3 0 3 AsgSizKlJ^ tlT V^ S ^ d 

■r^o S3^$tlTV^tl{^^ T^-f I D (Disc ID) 2 3 0 3 ^^c^*tB b (E 2 3 

13*9^) . um-^h,x\^\i3i\'yn\t^ it^^as^^i 5 o ic4bHNT^>^rA};:. ^fe 
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l.<it^^Ml!b^tirzm^itiLm^^m(D:^m'^y'^ ID (Disc id) 240 
l<^^^b> ^ :^ ^ iZt^Wr ^ im2 4izmm) . "t^^.^ID (Disc ID) 2 
3 0 3 ^^^CDy"^ ^ t3t>i;o$)n(S cfcVN®-^^ U — b*-r U TU ift^^&M-T 

la^dp— (Disc Unique Key) <^^^2 3 0 ^ Ts^m^^— (Disc Un 

i que Key) {i. 0 2 6 Ic^t" J; 5 i/D^y^Bf-^P 

^^fflVNfev'N^^i^^gi^tZv:^^ — (Mastep Key) hy'-i 1 D (Disc I 

D) ^Ativxm^tir^mm^m^^^mi(D:^m'p. fips l80-l-c-s^6e>n•rv^^ 

^'N^y i^iH^SHA-Uc:. x';;^^— dp— iiT^^ ^ I D (Disc ID) t(D\^^yhM^ 
©J^^T^'^ (Disc Unique Key) i: UT^M f^^J 2 O^^^A^jg^-^ 

iB^ScDH*Si"e$)i><5'-r (Title Key) ^Bf-^^S^^ 1 5 0 

3 0 4 5^^'X^2 32 0 lz:iB^t"^o 

n^wmhT^ («^««jRB$>t)) TtPs 'ffe0^^^;I*5v^tsfe^|^•RJt6i:■r^ (s^ 
mmmmtj^i.) (D^.^rnxi^^bij^^m-fp^^. m%m^n^Mmy ^ (piay 

er Restriction Flag) <&tg^b2 333^ 7^-r:^^ 2.3 20 iztEWt ^ 2 3 3 5o 

■^^iz, m^MmmmtLxoy'^'^^:^. i D^m^ m^x 2 331. 5^>f 2 

3 2 0 iClB^-rS 2 3 3 4 „ 

^atlSiJ^7-7<J^2 3 3 5x I D 2 3 3 4 S*Sjig^-r§ C tAST- ^ ^ o 

iJjt3^-r ;^^ia^:^— (Disc Unique Key) ^ ^ (Title Key) 

v^^t-fJ^ID^ $>SV^a. 7= ;^ ^ (Disc Unique Key) h-^^h)\^^ — 

(Title Key) t^^'^-T ;^ s V^TtlA^©jla'&•^A^^^ hJVm^^ — 

(Title Unique Key) ^^^"TSo 
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IPt>. n^m^Mf^^ \^U\^^-m^i^\ts ^ >^^mm=^~- (Disc Unique Key) 
(Title Key) 1 D his^^ ^ V (Title 

Unique Key) ^^figb. M&m^Um^-t -i X^mm^- (Dis 

c Unique Key) ^ h;i/^— (Title Key) t'v'W ;^ H*^— i: jJp ^ h 
(Title Unique Key) ^^mf-^o 
Z.(D^^ V))y^m^— (Title Unique Key) &^(0mi^^ti^l3mt.. 0 2 8 13 

mir^oiz^ fu^i;^^-^mm.^m^^r^j^^ifi^^mmz^>(V)v^-- (Titie Ke 

y) ^ :^^mM^- (Disc Unique Key) t^^W ;^ I D m^m^mU^ 

L^cv^s-^) %\.<\±v'n-( yi^mm^- m&m^mw^ir ^m^) ^xts\.x 
n(^Mz.m^-^m\^^mi(Di3^-^. fips l8o-lT•^i&e>nTv^i.>'^^y s^-iiigst 

SHA-Hz:. x'j^^S'— ^ I D (Disc ID) t^^-^-T I D i^^m^U 
KS^ L>5:^r^3@^) ^> L < X@*^r- (W^M^^JI^^ "T -Sj^^) iiotf 

y hS^Jz J: D^fiS^n^T^— ^ bs ^cd 1 6 0 tr^y Y (om:hi^>^>J^W:tii 
y'—^M<D^^^^h)Vm^=^— (Title Unique Key) ii LX^mi- ^m2 (D:^ 

±t^(Dmmxii. v;;^^— ^— (Master Key) iLv" I D (Disc I 

D) A*e>-5^-< (Disc Unique Key) ^^^bs imi:;5'>f 

(Title Key) 1 7^>'W I Ds ^ b < {i^ >f h (Title Key) ty"/"^^ 

m^^ — if^^^^ h;i/@^^— (Title Unique Key) ^^ti^tl&mt^X^iz 
b■rv^:53bs^ T^-fJ^^^S^^— (Disc Unique Key) ^^W:thX'^y(.'^ — ^ — 

(Master Key) ty" ^ ID (Disc ID) Y (Title Key) =t 

/N'-f ;^ I D t> b < \^=f y.'mM^ — it^hW^^ ^ (Title Unique 

Key) ^^^bT*J:<s ^fe. (Title Key) ^fflV%-rJ-. ^;^^5' 

— (Master Key) }L=r 7. ^ 1 D (Disc ID) i:^ =fn^7.1Ti (S^^^ffiiJ 
RB^b^fcV^^^) ^fe b<Ji7^/'tW;^0#^- (lf^^^$iJPB?&-r-g)«-&) 
^ (Title Unique Key) ffi^Oii<&^^ bT t efcV^o 

MSJt3i<£^«bfe-fe y b h y 7*5jt^y (STB : Set Top Box) *s;i©Mp§l^i3 
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Bmn3Eum.2 3 0 0 itrnm-r^^ > > y ^—-s^ ^ z(d t s^-^^y h<Dm 

^■r^#*nti^i: bT©:7n ^ • >— K i: LT A T S n tf — ftij^tft^. ^ e> 

ATS ^fxTiP UfcT S^l-Jry h :^X^ (^J^{^X= 3 2 ) M^T^ 1 ZTD ^ 
©:7D y ^^T^-^J'As^^j^^ (E5®±Oia#M) ^tl> 0 2 3. 2 4cZ)T©(3^t- 

h ib^^m^ix i-^zU^^l 108) ■rai;t;^tl-l)32tf«;;b6DATS ^^ts:^u 
.^^.>— l« (Block Seed) i:. ^iz^mvtzf' ^ hJVmm^— (Title Unique K 
ey) ^i>ip 5). ^©:/n 'j/ ^Ht-^-fbf ^H'tffe^ T'D . d^^— (bIoc 

k Key) ilfi^^2 3 0 7 $tt€)o iTD • ^3^— (Block Key) ©^^^^fi^fe^C 
1^0^ b El 1 4 © ;^ ^ As^^ pTtg-e ^ § „ 

^*5> ±tBXiiy= ^ ::^^m^^— (Disc Unique key) . ^ (T 
itle Unique Key) . yuy^^— (Block Key) t:^ti^ti^m.ir ^m^Mmi^ 
fzi^s m^i^. y= ^ ::^^m^^— (Disc Unique Key) <$7 ^ (Tit 
le Unique Key) (D^^^mnir :h ^ hts^ < ^ T'n «3/ ^Siz x'X ^5^ — ^— (Maste 
r Key) ii^^-j^^ID (Disc ID) h^J'^b^V^— (Title Key) h^u ^ — 
Y (Block Seed) J:. t^^'Wj^ID (:^*m^©JRB<^ b^fe V^J®-^) *)b<(i7^^t 
iW^m^mmti-r^m^) ^m\^^X-:ruy (Block Key) 

T'D ^dj^— :^^^tife^D y (Block Key) ^MV^T 

i57 7=-^>£Bf-^>fbt--5c 112 3. 2 4 ©T@lC5^t-«t a :7Dy^i^ — 
K (Block Seed) ^^t5ynyi^y^—'^(D^m<Dmi--m^^^ b (^J^{^m=8 
h) {i^li (-fePtJ7^$'2308) ^ti-TBt-^'fb^^ii-y-r. m + 1 >'W h S 
A^^««^7=—:5' Bt-^Yb 2 3 0 9 -rSo Bt-^Yb$tt>& VMn^'N'^f h ff J3 
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i6^^^ti/^:Bg-^Yb7';i/rf XA{::tieoTBi-^Yb 2 3 0 9 m-^^tTJi::f 
V :^AtiyXit. mXmi?S 46-21?^^$ tl^ D E S (Data Encryption Stand 
ard) ^fflVNi)ili:As-^ 

A©Aai;^j7^ — ^-tJ-^f X^L/W h ^ n^ffi«® g^iJcii Lfe«-&. 192 

1 ~m>'W h5=^— ^ t ll<hiZ-iz U^^ 2 3 1 Oizji: D i^-^^ tlTBt-^-fb r3 > 7^ > 
2 3 1 2 J: b-CiB^^#: 1 1 2 0 l;*&^^n€)o 

^— 5^>'tH'x I D^^tf5^— ^t3at3VNT^j^$ni.ai^<fet;iN 7^>'^-fxi 

m^t'^v'J^^ X I D ^®l#qlt|-t?afe t), |^I1t®XD >y ^dr— 5^:^fig-rSil ilAs 
(Dm-^lt. Xn^y — ^©Bt-^-fbiSt-a&SXD ^y t?:5r — T^.'t-fxS^^— 
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fern ^^'-'^^i^m\^fzmumM^^m\^x^^ h-cdt^/-^^ xaw=^-^ 

f ^Clfc>&s-t-^-r^ m-^^RJtgi:^ !5S^fet!§^CV^o S^^SCDp^B 

^^^302 5\z^-ry u—^^ — hizm^-c. y'—^mmmmiz^^xmn^n 

^ TSfSim^mS 0 O at S^iD^fl-SZ^TJ^Bt-^^H^® 15 0 

Bt-^^31©^S©«^tl=£m0Jt-^o la 2 5 CDS 2 5 0 U3*5V^-C. HB^:^^^« 

S 2 5 0 2 ^c:*5V^T. SB^^JE^^^CllSgiJ bt 0 5= ^' ;^ <^ I D (Disc ID) *s 
gE^3g3^^t^TV^§iP ^ A^^^Sf^o i3M^t^Tl^n{^ S 2 5 0 ST-CICDt^ 
>f I D ^M^^^tBb. l3^$ttTV^/&:{j-n{^ S 2 5 0 4 -e. ^><5^*AJ3. tb 

S 2 5 0 5 T- fix x';^^— ^7^^ :^ ^ I D^ffll^t:. 5^ -f ;^ ^ s^^— 
^-r^o T^-f :j^^EI*^ — (i^{3i5ieibfe ic. mXlt. FIPS 180-lt-^i6e> 

M ffl -r ^ :^ ^ if ^ « f ^ i: T- 5fc i» o 

mzs 2 5 0 6 izm^. ^cD—mcomu^cDm^cDmt b-t®^>r 

(Title Key) . H^^^^JI© ^ ^ (Player Restriction Flag) ^ ^ ^IZ, m 
^iiS'Jti^i: btOT^.'N-^ :^ I D^m\) HiVXy" :^^izmm'r^c mzs 2 5 
0 7r% _hH3©5^^>^e7©^:3e-ii^5^-f b;v^-ii. 5^^-?^;;^ ID (:S^^^$iJ 
RS§ b:&V^:^-^) b < f*5=^^W;^@*=^- (S^^^^^JIS^^-g.:^^) A^^.. 
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S 2 7 0 1 ©^iJ^A^N o. mt>. S^mmm^ b:feV^«-^«. :^y-^yrS2 
7 0 2 J3ji5?^s y'^X^m^^— (Disc Unique Key) i:^-f h;i/^— (Title K 
ey) y'/^-C:^ I D tt^^. ^ hJim^^— (Title Unique Key) ^^^t 

■S o 

s 2 7 0 1 cDrnmi^Ye s. fi^t>^ m^mmBm^T ^m^it. rs 2 

7 0 3 tzit^^^^-f (Disc Unique Key) t'^-^ (Title Ke 

y) y"^"^^ :^m^^—ilii'^^ h)\ymm^~ (Title Unique Key) S^fefiS 

S 2 5 0 87?tt. IB^W^^BfiiB^-r^^n >5^>U^7'— ^J'ClSBt-^'fbT^^- 
^^&T S/^-irvy h®ff$T-§«-r^o S 2 5 0 9 fs TS^S^^SOOfi. #T 

^cciiiATs. ^^izm(Dmm^m.?^^iD'^rzm^itimT^od:iz, 325 

;6^^^J^-rSo v>-mi*<D^{1^As?iS$n;t«-^{i;:^5^^y 2 5 1 llzm^. 

d^iz, \!^-^mm^mi 5 oit. s25 12t% ytiy ^y'~^(D9cm<D3 2 \^ 

y h (ATS ^^tf y^Ci y . Y) S 2 5 0 7 i:-^J5fe b feiJ' b^USI^t^ 
S 2 5 1 7'n y ^^F— :&fflV^'r S 2 5 1 l-^^^WuX^f^zTxi y ^ =f—^ 

^?!IA(SFIPS D E S (Data Encryption Standard) ^b^iiiffl^ti^o 

S 2 5 1 4l?x Bt-^-fbbfcl/D ^5^— <j7^fBM#:l3lB^-r-5o S 2 5 1 5 
1?. ^7^-^ <^SB^bfcd^^fl^-r-5o ±7^-i5' SSBMbTV^n{^^ fB^^!!lS<£ 
^Tbs ^ ^IBBbTV^^fetttlfi S 2 5 0 8 {CM oTBDcDt^ — ^©^fliS 
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^T. 0 2 9 iZTjktmmyu mizm-oxmm-r ^ o muw&mm 2900 

f±v^^ X^2920 5{)^e>5^'f:^^ID2902<£. S#fD^ ^ U x':^ ^ 
— 2 9 0 1. y'n^ XifeSU^J: bT05^7W ;^ I D 2 9 3 1 . 

^-2 9 3 2 ^^^^ffl-To ^m^mmmcDmmif^ ^ ifiU J:. ^ iz, 7^^;^^ i 

^m.i^xy' ^ ^^^izmuvTcy" ■< :^^mm(Dmmi^x^^o v^^— ^a^— 2 9 0 
lit. 'tr>:^^^itrzmmw^mmizmm^tifzmm^-x$>^. v^^wx 

I D{ii3^S:S^B 2 9 0 0 ©^CDUggiJ^. t^/W ;^ ^©IB^:^^^ 

mmn^mm 2 9 o o ^iz. ^r^i t^^id (disc id) h-^^^^—^— (m 

aster Key) V^T5^ ;^ ^ S^dr— (Disc Unique Key) ^;i^2 9 0 3-^^0 
:L<D^—^m,l5mt. m^\^. FIPS 180-lT*^^!)6tlTV^-5/^U/i>'^M^SHA-l^c:, 
v;;^^ — ^— i:5^>f I D (Disc ID) \f: V mm\z ^ Y) ^m,-^ n ^ — ^ 
■^Xts -eo 1 6 0 t:^/ b©£iJ:tF3Jpe><ej^:&7^ — ^S'Soa^^^^W' X^^ H*^ — 
(Disc Unique Key) bT<gffl-r^^^-?»> D ^/ ^ Bj^-^Mi^^fflVN $^ a. 
M^C x'X<5'— =3r— (Master Key) i;7^^::^^ID (Disc ID) ^Xtli^xm^tl 

mz. v''<:7.^i}'^m^tii-r^^y^—^izM!iBvx&iM^nrz^^ 

(Title Key) 2 9 0 5 ^m^i^L. ^ ^Iz^ ZCDy^—'^^tEmLtzmmn^^CD 
T^^t^;:^ I D 2 9 3 5 fc. y'—'^lzMJit^hXm^^ntzn^m^Mmy^^2 9 
3 4 ^&M^^^tHb> ^5^^mbfcS^^^$lJK7-7^2 9 3 3 A^^fS^^^^JRlt* 
mifis ^m^m^Mm.:^^ J ifi-^. r|3^^f*:*.^^jt^i±ibfc7^/W;^ I D 2 9 
3 5 J: ga©5^>'"?>f I D 2 9 3 1 A^— SfT^j A^. $)i.V^{*. M^tii bfc#^ 
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I D 2 9 3 4 i: gB®5^/\*-r >^ I D 2 9 3 1 A^-gtb^cVNj m^it^ S^^rT 
16 i: ^ ^ o 

— ^^^^b^i:V^®-tN 7"-^ <&«-^-r^fei6©>^n ^l^s■r• 
W^nlHgt-3g)^®-g-{i. (Disc Unique Key) ^ — 
(Title Key) J:. y'n^T.lT)^ $)5V^{i, T^-fX^S^^- (Disc Unique K 
ey) i:i57-r h;!/^- (Title Key) V^ t^ni^OM-a-fr.*^ 
^J'-r (Title Unique Key) ^^^T^o 

int>x S:£=^^MmS b^t^fg^-^^^a-^fCtt, ^ -Ts^m-M^— (Disc U 
nique Key) ^ (Title Key) i:. t^^W ;^ I D h 

(Title Unique Key) ^^figL. :g^^^§IJRB^-r SiS^T*^ 
T^-f (Disc Unique Key) -i b;i/dr— (Title Key) i:^ SB© 

ilA^e.^-l' h;V@*^- (Title Unique Key) ^^jsgf^o Z. 

ta^^ ±B3®gi0^"t?{i. x'X^— ^— (Master Key) iiT^'^^^ID (Disc I 
D) if^ib=T ^ •T.^mM^— (Disc Unique Key) ^^j^L. c:nt:<5'-r h;i/^ — 

(Title Key) i:5^7W;^ID. -fe U < » ^ ^ b ;1/:3f- (Title Key) ^t^^'nM^^ 
^•m^—is^ib^^ (Title unique Key) ^-^-n-eti^sSI" -S J; d 13 

bTV^?.As^ 7^^^^@*=^- (Disc Unique Key) i: Li:-T>^ ^5? — 

(Master Key) 2: 5^ -f ;^ I D (Disc ID) ^ Y (Title Key) }Ls =f 

>'W I D * b < \^=T }^-{ :7.m^^—1s^^W^if ^ (Title Unique 

Key) ?^^^br'fej;<, ^fe, h;i/=>e— (Title Key) ^fflv^•r^c. -r;:^^ 
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(Master Key) ty'^:^^ID (Disc ID) ii. y'/^^:xll> (U^U^M 
V)Vmm^— (Title Unique Key) >lf ^ Oil^fe^^ LT % J: V^ o 

- ■^ (Block Data) tiM^l^V^ yu i7y^—ff (Block Data) 0^P©4.'t-f 
b ■^Mj&ir^zru y ^ . i^— K (Block Seed) ^^-b L/^ ^ 2 9 10 izis^^^x^M 
bTs ^S'-r h;Ha^ =35^— (Title unique Key) iKDm^mMiZ ^ \) s fuv^^ 

- (Block Key) ^^^fSo 

:7*ny^.^- (Block Key) ©^JsS:;^^}*. :$fetci£BibfellI 1 4cD«j56>&paffl 
h^ST^ fiPt.^ 3 2 try bCD:/D ^j; <^ • S/— K (Block Seed) 6 
4 tr >^ h ®<5'-r (Title Unique Key) i:3{pe>> 6 4 If h © :;^D 

(Block Key) ^^^St- ^^^^/b^jiMT* § i> » 
^*5s JifB-efiT^i' (Disc Unique key) ^ (T 
itle Unique Key) . >^ny^^- (Block Key) ^^ti^ti^^-T b 
:fe>6^. 7=^'f ;^^5'H^^— (Disc Unique Key) 2i ^ >f h;i/@*:3r— (Tit 

le Unique Key) ®^J5£*|^fTf"-5 C jS; < ^ T'd iJ^^fc v;;^ ^5^— (Maste 
r Key) }l=t ^ \Vi (Disc ID) h^S'-Th;!/^— (Title Key) iis :rD>y^^Sy 

- h* (Block Seed) i;. 5^>^W :^ I D (^l^a^^iJRS* b:&:V>®-^) % b < {±5=^ 
>'W;^H*=3p_ (:^^^^$lJRg:Sf -5^^) <&fflVNT:/D y ^J':^- (Block Key) 

T'n »y ^:^r— i:. :/D«y^7 3r- (Block Key) ^ffl^^TBg■^>^b^ tl 
X\^^yu V if =T — '^ -^m.^^ 909 bs -feU<^<5^2 908 ^:/^bT«■^7^— ^ 

# h -5 -yT.-^^— hv'I^Try b S A^^iJU^ tit 43 D > :$fef3UaBJbfeT S^ZlLa^ 

S3 0 0 ^3;feV^T^ A T S l3»-:3 < j:^ h U - A^OiS^silff ^ tl^ o ^©^^ 5^— 

^(is mx\s,. iii#5£^^bfcDs ^^^t»ie> bfc D-r-sciiAswtg^^ 

^yfi^D -tiff AT ^^^tsyuvi? ' ^*^3S•t5v^•r^J5£^n^:7'^ y 
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Mmo^n^mmt ^ c hsocdssoo i jc^sinTs mmn&^wity' :^ ^ 

-I" :^@W^-^^5^^tb-ro S 3 0 0 2 T-. ;^ ^ I D ^l-^'X^-^-^fflV^t 

^m^-r^o a^D®:l'^{±s r S 3 1 0 2 ^3^5V^r^ rg3^^JE^^)^^^^t^ 

S 3 0 0 5t% — ©^fig^^rdo ^-T 

^®pa:7n-:&ll3 2 tS^-To Bt-^^ftS^^l 5 ::^5^u/rS 3 2 0 1 

fr-rso :i(Dm^its y'-i x^i^^m^mhT^^n^m^Bmyy^i^izm^i^^xm 

S 3 2 0 l©fl^:&SNo. int»> W^M^ftiJPM* b:feV^|g^T^ ^^-^-f*. X 
7^:J/rS3202 {3^(15^^^ T^-f ;^i^@:#:3r— (Disc Unique Key) ^ h JV^— 
(Title Key) J:, y'J'i^ 7. I T) hi)^ ^ (Title Unique Key) 

S 3 2 0 lO^J^isYe s. IPt>. W^^^^lPS^f ;^5^yrs 3 
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2 0 Slzm^y" ^ :^^m^^— (Disc Unique Key) t^^ (Title Ke 

(Title Unique Key) ^^fe^-T^o ^-^^icfi. SHA-l^M ^/^ r d 

S 3 0 0 6 "^v^ -C^K^t^^^^^-^nX^Mi^nX^^^yu >y ^5^— ^ 
M^^ttJ-To S 3 0 0 7 "tfs y ^ =T — '^ <D9t^<D 4 b 0:/D ^ >>— 

(Block Seed) S 3 0 0 bX ^i^l^tc^^ V }Vmm^~-^m^-^xy'U y ^ ^ 

S 3 0 0 8t!^ 7'n ^ ^— >&ffi^^THg■^Yb^tlTV^^ T'D y ^7^ — ^S' 
S 3 0 0 9-r% ^7^— ^S' ^^5?iii±}bfe*^^^[|^ ^^il^^^^tB 
bXVNtiJS^T bs S 3 0 0 6 ?5H D ® ^ ^^^^^mi" » 

Jii±©J;a{c. :s^^ilfpj|ig^ X I D {ciftovxT :/d 

tt^T^-iJ^f^iiLTtt. ^(Dy'—i'^mm\^rz.mmx<D?)^^^uimh-r^m}^}i 
mm. m&mm^m^if-^oimh't^zhi^x^^o 

b•r<fecfcV^^)^D (=3tr-Rltg) >?Pif d jJP^Mftb. bTAV^=I>7^>\y;e 

m^\^xmti-r^m^\^\t,. '^(Dtii:>]-r^z2>9->'^t^. ^x. ii^^itf-^n 
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03 3 (A) ©7 D-^i»- ^^;^!&■^fc§BMa*s^f fonso mss 
(A) ©Ma^3ov^ri^g9•r^o ® i ©I3^s^i#i o o LTUig§-r€.o 

i^^5';i/M-^©=i>5^>^;; (5= ^ > ^3^) ^b^. ^J^{^^ IEEE1394i^ 

U LTs AtBijI/F 1 2 0 {3#t^^ ^iS ii. ;^7^^;'rS330 

U3i5VNT> Aai:d I /F 1 2 0 {is ^05^^" i^^S^;i/3>7">':;<^g{tUs 
r S 3 3 0 2 {zjitfo 

:^7^>yrS3302 T-tts Affi:*^ I/F 1 2 0{i. S« Ufc^^ ^ 
S^M-^-r^-s >5^>^;^A^ Aaj:tf i /r i 2 o t3#t^^tife«-^) f:: 

3 tf— ftij^iltg^ii bT© 2 Ify h OEM I (Encryption Mode Indicator);i»s^^^ 

tiTv>^c EMiA^ooB (Btis -^(DmcDmi^ 2 mmn^^ ^ :i ii^m-t) T-^ 

-SS-^ti. l^— 7 U— ©^fe®(Copy-freely)•r♦^5§^l^^Sbx E 

M I d^o 1 BTafe^a-^Jzfi, n>7^>^;iSs -?-tiJU±©n if — ^^-T ^ c i: i>sf 
i^)6i:V^<fe®(No-mo^e-copies)T'$)•5C^:>&^■ro ^e>l3. EMI;i)^10B"t?ab^ 
^-^fi. >7^> »3;7&s, 1 1^— CD (Copy-one-gene ration)-?? 35 

tl -Cl/ ^ ^ *©( Copy-never ) T? -5 d i: ^ f o 

IB^:^^^ffi 1 0 0(DXm:hl/T 1 2 0 tc#ti|&^ tiSM-^t^ E M I A^^^tLs 
^<Z> E M I Copy-free ly^ Copy-one-generat ion-e 2fe S h ^ tcti^ n > 
fi:3 l^— pftfe-e^^ i:4HI^^tL:S„ EMIA^^ No-more-copies-?>Copy-nev 

3 3 0 2 ^3 43V^•r. ny^ryyt^zi tf — Wtg-e*VAi:f(|^^tife:® 
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;^7^^y7•S3 3 03~S3 3 05^;^^^y7•b-C^ EBmmm^mT-t^ . m. 

^:'c. y r s 3 3 0 2 n y >;;y&SD tf— qitg-e^ ^ h^fij^^ 

tltzM^. Xy^ •:rs 3 3 0 3 izMo^^ HIT. ;^5^>yrS3303~S3305 
^343V^Tx 03 (A) © r S 3 0 2 s S 3 0 3^ S 3 0 4 J3*3(:t^i!a!lli: 

|5lli®^aA5=ff fc>n-So fip-^. T S^3S#@3 O O iz^^ h^>>^;J<— h7\'/riy 

hiz^ir^ AT snm. m-^mm^mi 5 o 1:1*5 {:t^Bt-^'fb^fLmAs^=fT$n. ^ 

EMI Aiii;^J I/F 12 0 iZ'&t^-^n^y'^ ^ tl ^ 

T^'^' > ^yASfB^$nSJ»-^{3{i, CD >f ;H3 > 
y^y^i^ til'hlZ. EMI. ^:5V>{i. EM I iil^filtzn tf— $iJ^i|l)|^^^«-rt»fS 
(^J;t{^. D T C P (3:13 1:^ -5 embedded CCIfSiif) <felB^^ti^o 
^©P^v — ^fltJl::}*. Copy-One-Generation^^-rtS^J*. ^ti\iJL±(D=i\^—^ 
fF$)&:V^a: ■5^ No-more-cop ies Id ^tLTlB^^ti^o 

2^^B§®fB^W^^MT-{i. ©EM I -^embedded CCI:^ if© :3 If — M^tf^ 
T S>''^>5^>:; h (3#Sn-r^?f^T?i3^-r^o IP*.. ^ 1 0 ©^J 2 -^t^O 3 ©<fc a 
ATS^2 4Yfy hTi^S 0 \f h^t. =i i^-~mmmm^iUx.fc 3 2 \f: y h ^ 
m 5 IZn'^TXo Iz^T S^^^^y h IzUmir^. 

^mt^^(DT±uvm-^(D::2 >y^>^y^. mmmmzmmT ^m'^iz:js^^xi^. 
S3 3 (B) (D-pti—^^-hizm^rzmmmmibi^tDti^o m33 (b) 

I/F 1 4 0 l^^J^^tlS ii. I/F140{±. ;^7^'yrS33 1 1 

t*5lN-Cs ^®T:^D >-7^>^y <£gfa :^7^^J'7-S 3 3 1 2 icjfl^^^^s S« 

3 ^Ifs y r S 3 3 12 ©^J^^!!lS{is 0>l;l{^s X£B;tF I /F 14 0 "eg 
«bfeM-^K:. v^J' D ti^a >(Macrovision){g-^-?»N C GM S - A(Copy Gener 
ation Hanagement Systeiii-Analog){g-^iS'g^^ti-5 *>Jz:S-:3v>"C^Tt)tLi>o 
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n tf— 7 U —OtcC Copy-freely). 1 UT^Vn % CD (Copy-one-gen 

eration)s If — tiTVN ^ % ©(Copy-never)© o ©V^ -fti"^ ^ 

ti^-^-r. CGMS-AM-^A^x I /F 1 4 Of^MbfeM-^lci^^n. 

A^-o. C GM S - A^t■^A^^ Copy-f^eely■^Copy-one-gene^ation>£^bTV^ 

GMS-A®-^*^. Copy-never^^L-CV^§:®-^Jz{i. Ti-aifziyy^lyyi±^ 
3 tr— pJtg V^ i: ipj^ ^ n -5 o 

■e^d^t^s 'x'^n 1 5^3 >il-^%, C GMS -AM-^^). Afti^I/F 

X5^5/rS 3 3 12 {ciisv^Tx T:^ni5^zi>5^>^i;.;bszr lf — 'RjmX'tj:\^^tmM 
^ttfeS^. rs 3 3 1 373rMS 3 3 17 ^X^y 7"L-r. IB^^S^i^ 

T-r^o tteot. ^(Dm^i^it. ^>7^>^y{i. sa^i^f^i 9 5 j3tB^^n)&:v>o 
tm^^tiram^. xt^^^t^s 3313 1::?!^?^^, jijiTx XT^y rs 331 375s 

S 3 3 1 7 {3:551^^. S3 (B) ©;^7^';;rS 3 2 275MS 3 2 6 l::^'i:^--5^!a!S 

o 

Am;b I/F 1 4 0T*g«bfeT-^D<7M-^(3. CGUS-Aim-^ifi^ 
GM S - AM-^*. tB^^#:{CfBM^n§o ip-^s S 1 0 Ufe C C I s& b < 

it^<Dm(Dm^(D^^iz^ ciom^-a^mm^ti^o !^<Dm. —^n^izit^ copy-o 

ne-generation^^-rii^}*. ^nw±©i3 If — ^fF^^^VA J; a . No-more-copie 
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slz^m^tiXf&M^ti^o '^Hb^ i^7.y^2:^lz^\^xmK.lt rcopy-one-generati 
on6D3? tf— ^JI8l^^{i> No-more-copiesJ3 -a- -Tf-K^-r -5 No-more-copi 

[ W * ^zaa 13 43 {:t i> =1 If - iiJIS? ] 

rS340 1^ S3402. S3403^3iSV^T^ 04 (A) ®>^7^u/rS40 
1. S 4 0 2, S 4 0 3 {3*5(t -i)i8Lai:|5l#®MaA^fTt>ns cnJ3j;D. IB^ 
^f*:A^e>^5^ai^tlfeBg-^'fb3r > > »y >6^1©-^M¥^ 15 0 ^I^3V^Tm■^MS 

1 1 0 •^itX.X. X^ti I /F 1 2 0 {C^^^tl^o 
X4±J:^J I 1 2 Of*. 3 4 0 4^:Ii5V^T. ^dtwrn^^n-ST^-f 

I / F 1 2 0 tr^^i^^n-ST^^ >7^>'^tCEM I . ^SV^{i. E 

^fe. Xtti:^jl/F 1 2 0 lc:#t^^ 7= -f ^J' ;i/ n > 7" > id E M 

lA^^^ti^:^^. tE^ot. 3 >5^>^yoiB^^t::. D T C P ©M*Sl::tieo 
EM I Asg3^$:^^fe^'^i3{i, ^®EMI (gBl^^ tlfc E M I (fiecorded EMI) ) 
Copy-freelyT-fe^ i: ^f3«. T^-f $^i5';i/3 >7^>iy{i, tf — Wtfe^c * 

^ JifiJ^^tii... ^fe. EMIAs^ No-more-copi esl? 2b -2) ^ {3 I3 > 
v'y^v tt. :3 tr-Ritg^fe ^fe ® T- 36t v^ tiS c 

— ^6*jlc{±x iB^^tlfcEM I Copy-one-generation-^Copy-never-^ 
2fe i> ^ i:^i^cv^o Copy-one-generation® EM I {ilB^^ f3 No-more-copi esf3^J^ 
^tis ^3t. Copy-neverOEM I ^J^OT^^f >:;i5';i/r3 >7^>^y{i, mn.Wk^\z.m 
M^fita^^ib^^Xi&^o -(au. S^:^5"A^c:fe^/^t:^Jx.f^ rcopy-one-generation® 
zi\^—UMmm±. No-more-copiest3^i^-&-rt|B^f -5*5^ No-more-copies i: 
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;^7^ rs 3 4 0 4 ^3i5V^r. ^^r- tf — Wtfe^ * s ^ 

^|J^^i^fcJ®-&^ ;^5^>y:/S 3 4 0 SlcM^^. Affi^^J I/F 1 2 0{±^ ^©T^i" 

^fz. J^'T^y 7*S 3 4 0 4 tisl/NT. 3>5^>y:ds, n tf— Dltl>S: ©-^ 
:feV^i:^|3J^^nfejl-^. rS 3 4 0 6 J3jt^^, Am:tF I / F 1 2 0 fi^ 

W%s mX\t^ ±^<Dii^\z.^ IB^^nfeEM I >{>s> No-more-copies-e$)§:» 
('fet<{ix ^';^7^A^c:43V^•r^?!l;l{^ rcopy-one-generation<Dn tf — MHWfg 
^i^ No-more-cop ies {3 ^^fe•&■rK:tB^f€)/{>^^ No-more-copies i: LTSSfc ^ j 
9>>l'-;^As^i^e>^^:v^T. ^©^{i|^T-ei3^$ti;t em I }i)SCopy-one-generat 

^(Dr^ib. Ata;^ I/F 1 2 0{i. D T CPcD^*Sfc=geiN. *g^®^Bii©P^ 

^a>5)5ff totiSo 03 4 (B) (Drnmiz-Di^^xmrn-r ^ o :7.y^yrs 3 4 i 1 73 

SS 3 4 1 5 ^::feV^T^ E4 (B) ®;^7^y:7'S42 1 TbmS 4 2 5 l3*5{:J-i,^ 

D^ii>7^>>;;{i, Am:tr I/F 1 4 OfgM^tiSo 
Atb:t> I /F 1 4 0 {i. y r S 3 4 1 6 ^3j3V^■r. ^;LKi^^$n^rr> 

TV^fe:□>7^>';/i:i:^)^z3 if -©JUii^ sB^^ tit v^ A> o tzm^lz it, ^ 

:nyy-yyommmiz. mxitDT CT (Dm^izu-:>x. emixj^^ 
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S/fe^ EM I lf-^J^t»^A^ No-more-copiest-^) b < tts 

Jx\z-la^\-CU^\l rcopy-one-generationcDn If — $iJ^tfi^{iN No-more-c 
opiesJd^J^-er-rtciiB^-rS As> No-more-copies t Ltg^ ^ j i: -5 — ;i/>?)S^*4i) 
^nxVNTs ^0^fl^T-r*gB^^tifeEM I Xfi::J l^—*'J^t*^ Copy-one-gen 

o 

py-freely-e$)^ T^n > (i, n tf — oIh^^ O"?? § 

i:^J^^n^o C GMS - AM-8->6^. Copy-never-t^afe^ T-^o 

h^N^^tifc®-^. ::^7^u/rS34 1 7 icii^x Am;^3 I x^F 1 4 0 {i. ^ :nz 

^:"^cv^i:iN^^tlfc:^^^ :;^y^^vys 3 4 18 izM^s xmt} I/F 1 4 Ofi^ 

ip-fe. m^lt. ±m<D^olz^ iB^^nfeEM I ^0=r tf — ^J^Mfg*s^ No-m 
ore-copiesT-^ -5:®-^ (^L<it^ S^Xy^Aiz:i3\^xm^it I" Copy-one-gene rat 
ionon t:— ©Jlilti^fi^ No-more-copiesl3^J^-e:TJ3|B^-r ^ No-more-cop 

bf— g||Sti#3{)SCopy-one-generationT-fe^®'&) ^ 
tiJi;±®=i tf — {ifF$n:&V^„ 

x'^ n tri^g >lt-^^x Copy-never:&^-rG CMS - AM-^§#Jn UTx :$^§Ptc: 
fflitJ-r^o ^fe. mK.\t^ fB^$^tlfeCGMS-A«-^As^ Copy-never"^ m 
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F4(is C GMS- Aft Copy-never t^HUT^ T i- U ^ u yy^ > 1 1 ^ 
© x'^^ ^ D n > tr^ -<5^ t3 r n A 5fe^fT$ S C (3 cfc D fx 3 c 

J:*) Rjag-t-fe^o iBi^izT s^a^^s 0 0 ^mm^yy :^Tiz^-:>xmn 

3 5 0 5-^ROM3 5 0 3 {z^idgB^ Ltcfe < C i: d^"^ # -5 » S-SVxJis rn 
^"y h.\-i.-y uv\f. — =f ^ -7.^ ^ C D -R OM(Compact Disc Read Only Memory), 
MO(Magneto optical ) 5^ >f , DVD(Digital Versatile Disc). M.%=f 
^^f*:^^ U:&i:'©U A->'^":/;^HB^^«^t:3 5 1 OiC. -^fitJ^ ^ V>f±7lcM 

(SB^) Lri5< cii:i>S"r*§§o ii® cfc 3 U A->'\':;^;i/i3^^#: 3 5 

^i:43^ rn^^AJi. ^xEbfecta^U A-y\*>^;i/8B^I«#3 5 1 0A^e>3> 

ffl0Ax^M^:^b-^:^ n >tf:2.-i5' {3^SgT-^3§lbfe Ds LAN(Local Area 
Network)^ y ^ —^v \- \L\^^fz% v W — ^ =i > — ^J^ {3*11 
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ftgp 3 5 0 8"e§Mb^ F^m-r^v'N— Yy^^ 3 5 0 5 lZ^ h-;V-r§ 

Z3 Vtfo.— CPU(Central Processing Unit) 3 5 0 2 ^]^M\^X^^ ^ o 
C P U 3 5 0 2 J'^T. 3 5 0 1 ^^iO-UTx Xtiiii^ >^y x — 3 5 1 1 

®^M^nTi5t)s CPU3 5 0 2{i^ Xtlit}4 jl—^ 3 5 1 0&:/^bTx 

-3.— if j;oT. K-^^'>x#i?a^^n^A:^jgi5 3 5 0 li^mi^-^n 

htcj; DJi^>{)5X:^$nS ^tLic:tJ£o-t> ROM(Read Only Memory) 3 
5 0 3 ^::^&Sl^^tlrv^§rD^'^ A^fe^fr-r-So 

CPU 3 5 0 2fi. /N— Kt^-C 3 5 0 5 (3*&M^nTV^S rn 
^^A^ *M*> b < (i^ b — <^*^?>te^^tL. Tiffgp 3 5 0 8 -e^M^tiT 
yx_|c5^^;:^^3 5 0 5\Z^ >^ h — tife r n ^'^ Y^^ ^3 5 0 

9 J-^«^tife U A«-7tp^;i/83^M<*:3 5 1 Q i^m^^l^-^ fiX y^^r^ 
3 5 0 5 fc-f h— ;v^ttfe>^n^^A^s R AM(Ranclom Access Memory) 3 
5 0 4 }CD — h* UT^fr-r^o 

^tL^cJ;D, CPU3502(i. b;fe :7 d — ^ — h J^tie o fe^aSs fe^ 
V^^iJ:3^!lLfe^^ y ^^oa5^{::cfc i3fTfc)tL'S^!a3S<&fTa o ^UTs CPU3 5 

l^^Uts L C Ddiquid Crystal Display)^^ tf-* ^T'^t^^ ti 
3 5 0 6 d^^ai:^?. SSVAfi. 7i<tlfP3 5 0 8>ipe>3^®^ ^e>{-tt> /n— Kt^-T 
^ 3 5 0 5 l^fBlt^^^o 
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T s^a^^s 0 0 (Dmm'b CPU i 7 0 i-Dovy h jiT'^i^^ 

- ;i/ b T -r ^ ^ i: wife -r- ^ ^ o 
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^^)^^y Y\z.^mnn'mm^ cats) <fe#in-r§ b ^ y - a 

BUlB^MU^^JW^ (ATS) 0#*D^tlfe 1 JL;i±®>'-«'^D/ hA^^/fe^P^D^y^ 
T^-^J't^-r^Bt-^^ftSffltDyn <^:^~^BulBSft^^JW^ (ATS) ^#4f 

2 . BuiB^-^^a^^fis 

b7l/r-/ h \U^1SX-^M^^mmnmm. (at S ) ^^ts-zrxy y^y'—^m 

^fcaB«®t*^iB^^»o 
3 . tfiiBBt-^^SLa^Sfis 



wo 01/76127 



PCT/JPOl/02928 



66 

miE^mmmmm cats) (Dmiz=i^-mmmm^^tsy'—^r'$>^:Lt^ 

h HulB^D '^^s;-- h-^BufBB^-^P^J3X;f3bTBt-^>fbbfeM^<&:7n >y <^ 
^ - b T m -r ^ ^^-e afe § ii J: ^ iRpiit J: -r 5 © ^ 1 « {3 M© t*^ 

8 . tusBBt-^^8tS^^(i^ 

a•:5v^T^^ V ))ym^ ^-^^^1.. :^^bfc^^ tufiBrn-; 

9 . BUSBBt-^Ma^gfis 

m^-^mm^m^m^'t ^ L s i {:i*&M^tifeL s i mmmmmumm 
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1 0 . mi^f^^mm^mi^. 

1 1 . mmmmMm^m±. 

m 1 mizmm(Dmmmmmmo 

2 tf «y h ® E M I (Encryption Mode Indicator) ME M I iZLS-^VN-rlB 

Jc: ^ t- ^ BB^Hfr CD rTS ^ $|J^ -r ^ ^ * t- ^ c h S #m i: -r ^ M * CD 
1 ^Kt^gB^cDtg^SIB^^Mo 

13. iB^^«#:;(pe.«#g>£:^^-r-i)fi^w^^et3:fev>t:. 

mWi (ATS) ^'^tsyruv^v'—'^mm<o^txi'mmx^^yuv^i^—Y\:Lm 

1 4 . HulBHt-^^S^^fis 
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:^^^~hn^y viznm-^nrz^mmMmm (ats) ^^tsy'vy ^y=~~'S^m 

*tZ)#iati^T"fei):/n \^iz^-^\,>x. buIB^'d v^=t-^ 

1 5 . HulBBt-^^a^ga. 

16. Hul3:/D ^i/ ^ i/— 
BUlBSfiB$^Jt»# (ATS) ©#C=itf-^J^tS^3&^t?7^-i5'-r'^^C i:^ 

1 7 . HuSBBt-^Ma^gfi. 
1 8 . tiiBBf -^iHLS^^fi, 

1 9 . mm^^mm^mt. 
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Wi^^mm^^-^m^ir :^'L s i jct&M^nfeL s i ^—^ mmmm^mmim. 

2 2 . tulBlt^S^^efi. 

BulB^- y ^ y :^ — -7.^m^. BuiB h ^ >;j^5}^— hx h u — A;£^^-r ^=&>'^'^ 

2 If hcDEM I (Encryption Mode Indicator) ^^SU m^UHzM-^^^XM 
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y V izSiimmMmm (ATS) ^Hliu-r^ h^>;;^p}<- V • U-A^!itsx7^ 

mm^mmM^m (ats) (DHm^tirzii:JL±(DA^^y ht^^is^^yti y ^ 
y'-^izMi-^m^mmmco-^a y ^^^^mmsimmMmm (ats) ^^tf 

h/'l^r'y b}c:#in^nfeg#B$^JtSlg (ATS) ^-g-tf 

■^i!!LSffl®:/D y ^^—^^m.-t^:Lt^mm.tir^m^<Dmmm2 4mizmm 
2 6. tuiBBt^^asxT^'^/ rii. 

{3s^^^r::^D y ^ ^-^^mr ^ t^ii^mtr ^m^aymmm 2 4mizmm 

fi^HB®:^r^o 

2 8 . mmm-^mmT. y y\^. 

tuHByn ^£^)Ht-^^^fl!S^-^5^^T^ l^yo ^^5^— ^©T'D y ^^^^ K 
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2 9. mf&m-^mm:^y^yyit. 

3 0. HulBBt-^^^S;^7^ rjis 
t»|g|B^^»f3*SM^ti;tv:;^^^-^-^. SB^^f*:H*®HB^i^#:llSfJ^-r' 

^ ^ h^nrniT ^m^commm 2 4S{3HB«©ti^iB^^^o 

3 1 . HulBHt-^^SJ^T^^y 

Bt-^^s^^^&^^-r^ L s I K^m^nr^'L s i ^Sr— . tf#f3^^«i3*&i^ 
h'^-r :?'^g{3*&iirt$nfe K v>f :r:3p-©v^■r^^^*^ xtiiiti e>=&^— ©iia-^t? 

^&m-r^^i^^!mmhir:s,m^(D^mm 2 4]®t;iiB«cDft^i3a;&^o 

3 2 . BulBBt-^^SJ?^ 7^ 

33. Bui3t«^I3^:*r^{*. $e>tc. 

3 4 . Bui3m^f3m:&?S{i. ^ ^^3. 
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13 lf-^gJl3]^;Sfca)OzJ tf-iij#fifgi; LT© 2 tf h ® E M I (Encryptio 
n Mode Indicator) ^egggij b^ WSIM Hzm-^^^XMMMmzMt ^BiU^^coaJ 

3 5. mMmi$.is^^mm^n^t^mmm^:bmiz^\,^x. 
i^mo h'7>x^^-hn^^y hcD^^iz^mmmmm cats) ^nmvr^y 

mm (ATS) ^^tsy^u^y^y'—^mm(Dni]Qmmx$>^y'uy^i^—\fiz& 
^y>^^-~-v^-^^yh(D^^\znm-^ixrz^mmMmm. (ats) izm-^i^^xy" 

3 6 . Bug3«-^^SX5^ ^/ 

hy'l'^';/ bJ3#SP$tlfeSftl^^JtS# (ATS) ^^tf m ^^t^— ^0 

37. Bul3m-^^S:^7^'y7"{i. 

^§7^-i';^^iDi:^ Hut3B3^itf*:iwi31^^'<t7^— ^ @*cDi$'-f iiJc: 
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3 9 . m$^w.-^mm:;^y^ ^ ri,t. 

^j' i^- 1' t^-:^mmmizxti bTTBt-^-fbbfe^^^i/D '^/^^-i: b•rm*•r 
4 1 . BfiBB«-^^!fl!S::^5^^;/r{i. 

Bt-^^a^^^^ggfs L s I LSI mm$Mmmi:^^m 

■^^ca-c5v^'r7^>'W;^@#:3p-^^^b. :^J56bfe7'^W;:^a*:^-^ByHB:;^n 

4 2 . mmu-^mm:^^ y 

4 3 . Bu8Bti^ll^:;^*{i. -^^^z. 
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=1 tr— ^M-r^fe46CD3lf — ^J^ti^J: LTCD 2 b--;; h©EMI (Encryptio 
n Mode Indicator) ^^gij mEMl izm-^l^^xmUt^i^iJ" ^ CD ^mn&MfiO 

^tV§:/D «y i^dp-©^jggfg^Ji;fe;g,g^t^^j^f^ (ATS) :&^t?^D ^ 

^^^i-^y hiz^mmnrnwi (at s) ^^ftsn-r -a b^vx?}^— h • x h u-a 
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